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Fault diagnosis problems - 1

in the diagnosis of faults possibly affecting a (nonlinear)
dynamic system various problems can be formulated

Fault Detection
= recognize that the malfunctioning of the (controlled) system is due
to the occurrence of a fault (or not proper behavior) affecting some
physical or functional component of the system
Fault Isolation

» discriminate which particular fault f has occurred out of a (large)
class of potential ones, by distinguishing it from any other fault and
from the effects of disturbances possibly acting on the system

Fault Identification
= determine the time profile (and/or class type) of the isolated fault f

Fault Accommodation

= modify the control law so as to compensate for the effects of the
detected and isolated fault (possibly also identified)
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Fault diagnosis problems - 2

= FDI solution (simultaneous detection and isolation)

= definition of an auxiliary dynamic system (Residual Generator)
whose output will depend only on the presence of the fault f to be
detected and isolated (and not on any other fault or disturbance)
and will converge asymptotically to zero when f = 0 (stability)

= in case of many potential faults, each component r; of the vector r
of residuals will depend on one and only one associated fault f;
(possibly reproducing approximately its time behavior)

= many of the FDI schemes are model-based: they use a nominal
(fault- and disturbance-free) dynamic model of the system

s Fault Tolerant Control

= passive: control scheme that is intrinsically robust to uncertainties
and/or faults (typically having only moderate/limited effects)

= active: control scheme involving a reconfiguration after FDI (with
guaranteed performance for the faulted system)
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Typical FDI architecture

= bank of n + 1 (model-based) estimators

= 1 for detection of a faulty condition
= 7 for isolation of the specific (in general, modeled) fault
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Some terminology

= fault types
= instantaneous (abrupt), incipient (slow), intermittent, concurrent
= thresholds for detection/isolation (also adaptive)
= delay times (w.r.t. the instant T, of fault start) vs. false alarms
fau.
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Actuator faults in robots

N actual
q €ER torque
M(q)q +c(q,q) + g(q) + Fyq + Fssgn(q) = u — uy
inertia gravity viscous and actuation
matrix : static friction torques
(> 0) centrifugal
and Coriolis

vector of actuation faults (even concurrent on more axes)
* total fault  ur; = u; ebias ur; =b;

/\/

e partial fault ur; = eu; (0 <e<1) e block us; = -

e saturation ug; = u; — sgn(u;) Uj gy © -+ aANY typel
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Working assumptions

= Signals and measurements available
= the commanded input torque u, but obviously not v ...

= a measure of the full state (g, @) is available
= can be relaxed: in practice, with an estimate of joint velocities

= no further sensors are anyway necessary (" 'sensorless”)

= the robot dynamic model is known

= in the absence of faults, and neglecting disturbances
= NO pre-specified model or type of faults is needed

= NO dependence on/request of a specific input u(t)
= can be anything (open loop, linear or nonlinear feedback)

= N0 dependence on/request of a specific motion g, (t)
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Generalized momentum

p =M(q)q

with associated dynamic equation

p=u—ur—aqq)|°

exploiting structure
of centrifugal and

decoupled components Coriolis terms
relative to the single fault inputs
1 .0dM(q) . .
a; = —fCIT 04, q+9:(q) + Fyq; + Fs;sgn(q;) <
l

scalar expressions, fori =1,---,N
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FDI solution

» definition of a vector of residuals

I f (w—alq,@)—ndt —p|| = ~°

K >0

= NO heed to compute joint accelerations nor to invert
the robot inertia matrix M(q)

= with perfect model knowledge, the dynamics of r is

N decoupled filters,

with unitary gains and
time constants 7; = 1/k;

r = —Kr+Kuf

in the Laplace domain
T'i(S) _ ki 1

Ur i (s) s+ k; 1 + 1;S

for sufficiently large K, r reproduces the time behavior of uy
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Block diagram of the residual generator \

initialization

of integrators
p(0) = p(0)
(zero if robot
starts at rest)
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robot with possibly faulted actuators

Wi
- q q
u —f&% robot I
residual
generator
+ —
—Or a p
_i :
K
+
r=K j(u—a(q,C'I)—T)dt — P‘
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Residual generator
as “disturbance observer”

)
N

from the p=u—a(q,Q)+K(P_ﬁ)
block diagram... - K(ﬁ . p)

|

dynamic observer of the unknown actuation faults
(r &> uy = external disturbances)

with linear error dynamics (for constant uy)

€obs = Ur — T » éobszuf_fzuf_K(p;\_p)
=iy~ K (@ = a= 1~ (u - a- u))
= U — K(ur — 1) = Uy — Kegps = —Kepps
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A worked-out example

= planar 2R robot under gravity

dynamic model (without friction)
M(q)q + C(c{, q)+9(q@) =u—us

jomnt actuators

r —
qz = S(q,9)q
(a1 + 2a,c, asz+ azcz) (5?1) N (_az (2q, + C?2)51252)

az + a,c; as d> ayqis,
P a4C1 +AasC1p\ _ (U1~ U
N4 +( AgCq2p ) B (uZ — uf,Z)
Uq
computation of the residual vector
r=K j(u—a(q,c'I)—r)dt . p] a; = g1(q) = ascq + ascyy
1, .0M(q)
.T .
. a, =—5q g+ 92(q)
p = M(q)q 2" 0q

= ay(q1 + q2)q41S2 + ascq;
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Faults on both actuators

(total, intermittent, concurrent)

commanded torques (in open loop) actual (faulted) torques
0 commanded torques 0 actual torques
8 5 \ \ 8 y / \

£ o £ o :
\ / \ I : /
\ / \ ‘ \ /
2 \ 7 2 \ i ‘ /1
\ / v i ,
\ / \ | |
4 \ ; 4 v ! //
\ / A \ /
6 Y / 6 v | v
\\ | //
8 > '8* | //
by
10 5 10 15 B ;o 25 10, 5 10 15 20 25
<>
—— = first joint (fault for t € [15 <+ 20] sec) time interval of

—— = second joint (fault for t € [12 =+ 18] sec)  fault concurrence
t € [15 <+ 18] sec

13
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First simulation

actual torques (to the robot)

actual torques

150

(measured) joint positions

joint angles

100

50

deg
o

-50 [

/\//\/\
7
-100 v

-150
0

—— = first joint

no clear evidence of faults in the

—— = second joint dynamic evolution of the system!
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First simulation — FDI

actual torques (to the robot)

actual torques

Nm

| | 1 L
5 10 15 20 25

—— = first joint
irst join K = diag{50, 50}

— = second joint
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residuals

FDI residuals

L | 1 |
5 10 15 20

S

residuals reconstruct the
“missing” parts of the torques
(identification property!)
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Second simulation — FDI

(total fault on second actuator, added noise on first channel)

actual torques (to the robot) residuals
actual torques FDI residuals
15 T 6 | !
Blarsrimorinmssnmssnmmiimacimarssmasmasamssamess - f'|_’_ - r ............................
4_ ,,,,,,,,,, L
3_ ..........................................................................

I5 1i0 1I5 2IO 25 0 é 1IO 1l5 2IO 25
S S
—— = first joint residual r is not affected by faulty

- actuation, while residual r, is not

first channel (decoupling property)
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Experimental setup

Quanser Pendubot

link 2
s (not actuated)

I !

| I “ l;p
oy | 1
| B

i
‘H | I
|

i

.

link 1 video

(actuated)

; i
.4 , ik

with encoders on both joints nonlinear control for swing-up

sampling time T, = 1 ms, residual gains K; = 50,
practical thresholds of fault detection = 1072 <~ 1073 Nm
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First experiment

= motor 1 driven by sinusoidal voltage of period 2mt sec (open loop)
= bias fault on u; for t € [3 + 4] sec

= total fault on second joint for t € [3.5 = 4.5] sec (a constant torque
is requested, but no motor at the joint to provide 0.05 Nm...)

= fault concurrency for t € [3.5 + 4] sec

commanded torques joint positions

COMMANDED TORQUES ~ JOINT POSITIONS
T 7 T B T T 10 T T T T

=
2

0.04 | FAULT INTERVAL 1

-—- FAULT INTERVAL 2
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First experiment — FDI

commanded torques residuals

COMMANDED TORQUES RESIDUALS
0.06 . . : : _ : 0.06 ; ;

I
|
: i
! !
I !
2 |
0.04 ! 0.04 i :
\ [ [
| |
i [ [
: [ , [
0.02} ! 0.02} | i
! i E i
: 1
E .
i ; i
E | @ i i ; = : L
e . : OMMMMW 1
| o
: iy
I i ; I
—0.02F i -0.02+ | ; i -
| | ; i
— | i : i
U1 | - r1 I : f
L i BEE, i : !
~0.04 | """ FAULTINTERVAL 1 | -0.04|- | FAULT INTERVAL 1 b .
+—+ FAULT INTERVAL 2 — — FAULT INTERVAL 2 :‘! l,
! : i l"vw%w‘fﬂﬁm'm
| p |
: ; I B R . ! f !
-0.06 5 | l 1 1 1 1 1 |
0 1 2 3 4 5 6 0'060 1 2 3 4 5 6
S S

—— joint 1 - —-—= joint 2
Robotics 2 19



Second experiment

= position regulation of the first joint at q4; = 30° (PID control)
= 50% power loss on motor 1 for t € [1.7 + 2] sec

= total fault on joint 2 for t € [1.9 = 2.4] sec (no motor...)

= fault concurrency for t € [1.7 = 1.9] sec

commanded torques joint positions

pTORQUES JOINT POSITIONS
T 40 T T = T
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Second experiment — FDI

commanded torques residuals

COMMANDED TORQUES .98 RESIDUALS
m T T . T z Tl I T

2
FAULT INTERVAL 1
——- FAULT INTERVAL 2

: : = W in
0.71 e ! “** FAULT INTERVAL 1 ]
' -—- FAULT INTERVAL 2

01

05

0.05+

Nm

S
o 1 1 1 1 1 1 -01
0.1 0
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Third experiment — FDI

= Same as in second experiment, but with only 10% power loss on motor 1
due to noisy PWM signals driving the DC motor, a dynamic filtering of residuals is used,

staying above a threshold (7 tpres = 9+ 1073 NM, 75 tpres = 2 - 1072 Nm) for a
time Ty, = 0.02 s before detectlng a fault
‘ .02
0.15f : '
commanded 3 - Il ' ‘ i :
s ‘ | g 2 "i“ iy "1“ 2 ‘lﬂ UI ’|\“n iuurn’ ! Uv“ ' ‘“ AW residuals
torques : ‘ ‘ ‘
T - | n irf:sa:msmv
joint1
faults are 005} : — : : : -0028; : R ; ; ;
“unobservable” <« ‘ — ‘ ‘ o -
in these Lo oozl |
— .- | ey
evolutions \\ o 7 joint 2
joint o 1 | filtered
positions \ - | . | residuals
= | VAN S 0.0.15 ii ; |
W T il
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Some extensions

= FDI method based on generalized momentum is easily extended to the
presence of flexible transmissions (elastic joints), actuator dynamics, ...

= the scheme can be made adaptive, in order to handle parametric
uncertainties in the robot dynamic model

= the method can be modified for detection and isolation of significant
classes of sensor faults (e.qg., faults in force/torque sensor at the wrist)
= applies to all faults that instantaneously affect robot acceleration or torque

(i.e., occurring at the second-order differential level)

= assuming non-concurrency (at most a single fault occurs at the same
time) of a given set of faults, relaxed FDI conditions have been derived
= Of interest when the necessary conditions for multiple FDI are violated
= involves processing of continuous residuals + discrete logic for isolation

= the same FDI-type approach has been applied also for compensation of
unmodeled friction (treated as a “permanent fault” on the system)

= combination of model- and signal-based approaches to FDI
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= planar 2R robot with fault on force measure of sensor on the end-effector

M(q)G+S(q,q)qg+9@) =u+]"(QF =u+J(@Q)(Fpn + fr)
w

: 1) = 415, 0 robot Jacobian expressed
X q) = 2, +4,c, 4, in end-effector frame
\force - adjoint of Jacobian

ra@=(_, 2y ) 1= det) g

—ty =10, 115, = singularity robust!

time derivative of
transposed

g(@) —S"(q,9)q Jacobian adjoint  robot inertia input torque
[ 5 _ _(Tad A4C1 + AsCy3 ) <0 {’152512) l - Tvyad l
: = — L : + M +
residual ¢=-0")*() <a5612 + 4,501 (Gy + ¢y) 0 2.co0, (g + JH*(@u

generator _|
(function of

+ 41425, Fn + K| (/T)ad(Q)M(CI)q —{]

. — (1Tad Y —
4,9, Fm, $) = U @)M(q)g - ¢ det JT(q) _r measured force (nominal)
predicted FDI behavior - . . decoupled, though
in presence of force sensor faults fr € R? r=—Krthtasing fr | podulated by ¢,
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Isolation of F/T sensor faults

n Simulation on the 2R robot q is tracking a sinusoid (A = /8 rad, w = 0.1 rad/s)
_ e, | [
bias faults 3 ‘ ARSI |
osf f Fy ! ] /\\ A \ ; /\ P .
on the two components 3 A AR A | FDI residual
of force sensor measures - | | | oﬂﬂ\/,ﬁ \ [ components
0.3Non fr, int € [25+190] | [ RV VAR A " (with K = 0.11)
0.6Non fz int € [109 + 285] § | AN FA A |
| | | 018 TFy

= experiment on the Pendubot (no force sensor and no contact!)

o ‘ - e for emulated bias
_ t measurement faults
eVOI_Ut_'On il e -INon F, int € [1.8 + 5.5]
of Jo|nt g o ~FAULT INTERVAL 2 £

" singularity /7 0.05Non F, int € [1+4]

variables | zone =~ |
“ (g2 =0) l T~ad _ T
‘ (J7)** — diag{sy, 1} J
1 in previous scheme
10 | |
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Isolation of non-concurrent faults

= faults of the actuators AND faults of the force sensor components
(possibly occurring simultaneously) CANNOT be detected AND isolated

= for a mechanical system with N dofs, the max # of faults allowing FDI is N'!
= with non-concurrency, e.qg., 2 actuator + 2 F/T sensor faults in 2R robot

residual 11 12| 721 | T2 21722 11 10 01 00
dependence of fout 11712
P dual fuy 1 /011 isolation 10 fuu | NA'| NA | NA
considered faults fr. 11 1 10 11 NC| Jn | /o | NA
fr, 1 [ 1[0 1 00 NA | NA | NA | nofault
o ,">;\ . E— T‘ - i
- O e ‘ j T o Ty,
“T1 Wb Uy P r
- b A I I Uz
712 ol SRR
. ; . T o :
time sequence of . | 1.2 l T, o hybrid

non-concurrent - residuals
bias faults: ‘ »

r TE » 5 allowing
fu’l - fuZ - fo - ny o o n J“} 1 Wﬁ 0: |SO|at|0n
HoH N of 4 faults
Gant Sl M T~ 1 7, L
a1 i 22 D—@— 7, |

dT22 - T,
, B isolation i
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Experiments on friction compensation

= results on the DLR 7R medical robot » < seee.
used then on-line (@ O a
in control law... —— & o
friction estimate via residuals position error

0 R e e

. ¥ e ) —— S i
3 P ~0.02 -
-6 | i ; no fric.comp jgﬂ i ) no fric.comp
"2 25 3 35 4 45 5 55 with fric.obs 5 3 P 5 with fric.obs
L T E e — ] 0.1 ; '
of— & e 0o et 3
_ -0.1
B S 02 A :
2 25 3 35 4 45 5 55 6 65 7 75 2 3 4 5 6 7
10 T T T r T T T T 0.1 T T
0 — NV W - 0 )\
0.1 —
-1d \ -0.2
-2k ! L ™ . :
2 25 3 35 4 45 5 55 6 65 7 75 2 3 4 6 7
- . - 0.1 .
5 T -
~ - | I 0.05
[ S — —_— e =Wyt = e R T P4 - —
e 0 ——
e i i i i 0.0
2 25 3 35 4 45 5 55 6 65 7 75 2 3 4 5 6 7
10 i i e Moo FL b K ' 0.1} =
5 el TN 0.05
0 . B i S S e ——— | 0 S - -
: : . . . -0.05
2 25 3 35 4 45 5 55 6 65 7 75 2 3 4 5 6 7
sk ; P 8‘3“ - ..
R S—— ~ oaf = elastic joint
: ' 4, . . ) i
102 25 3 35 | 4 5 5 55 6 65 7 75 2 3 4 5 6 7 dynam|c mode|
W } A A ~ Y
5| PR LN PSP o e
0 > . . - e 0 S
2 25 3 35 4 45 5 55 6 65 7 75 2 3 4 5 6 7

Time [g] Time [s]
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Collision detection and isolation
“sensorless” residuals

M(q)i +S(q,4)g+g(q) =1+t 7T,=]r(q)E. (both terms unknown)
q, q

continue

Detection
o

without external
or contact sensors

XXSAPHAM

deactivate/activate
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Block diagram of the residual generator

momentum-based collision detection and isolation

r(t) = K (p(t) — f (t+5"(q.9)q + g(q) —r)ds — p(0)> = [T =K/(t,—1)
0

K; > 0, diagonal

more details in
the pHRI module
on my web page!

initialization
of integrators
p(0) = p(0)
(zero if robot
starts at rest)

Robotics 2

rigid robot with possible extra torque due to collision

;& 4
robot
+

J

q

-O<—|S"(g.9)a — g(a)

3

r=T. :]Z(Q)Fc
p=M(q)q
M=S+ST"

residual
generator

p(0)
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Collision detection and isolation
experiments with different robots over the years ...

DLR III - 2006 Neura - 2023

collision detection

i

Robotics 2 ~ LWRIV- 2015 | 4 videos KUKA KR5 — 2022 30



Model- and signal-based FDI

= detection and isolation features can be enhanced by combining
multiple sensor inputs and different approaches

= model-based (exact, but require accurate models)
= signal-based (approximate, but without special requirements)

SO as to obtain the “best of both worlds”

Residual Generation Residual Evaluation

Joint Positions Commanded Torque Residual Generation
- S0 3
- 24N a0 T,__K = -
signal based Neuro-Fuzzy Module £ 22 3;—;%‘ F 4 \ = 1
L L | - 0 2 4 6 8 10 % 2 4 6 & 10 z '
: ,. . 0.4, B 50, e R R
:. .° 3 :;& ['H[‘]‘-J—’_‘ Model based _ . — o .
> didt > v £ =\ 100 : - -
Lo " N s:_ L 12h LS .| -150 q.q z a— L
| SE i ,o - o e, L © * Generalized 2 4
' a mn Q0 4 & 8 0 0 2 - 6 B 0 > ] - .
> FET < | Y C 3.2 — 10 . » Momenta 80
_ ~ 3N —~ 3 "
A0 L | (: ’o +— € 3% ul— .
) > e - = =
c > WT > e IR Rt
o - Phases [ 4 6 81 0 2 4 6 B 10
;) s R ~— t [sec] t [sec] >
= a Neuro- FUIZ)’ MU’G & 008 SiC AISE
Q model based o ) 4] g oo
7 F . 0 . £ Too Al g
g robot T - o > ‘@ o 8 T o04 ~ > HEZ) > a5 '
- Y/, - - 2
model -Ag . 0> & . - P
9 V] % 7 4 8 10 =
: 3 % o L4 4 6 8 W0 =
. IR
> sub - > > 2 . :° a t [sec] %
model -4, »
Faults
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