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Abstract—Ensuring the security and confidentiality of cloud
computing workloads is essential. To this end, major cloud
providers offer computing instances based on trusted execution
environments (TEEs) to support confidential computing in vir-
tual machines. TEEs are hardware-based shielded environments
building on technologies available today, such as Intel TDX or
AMD SEV-SNP or that will soon be, as with ARM CCA.

To lower the barriers to experimenting with these technologies
for researchers and practitioners, we developed CONFBENCH,
a tool for easy evaluation of confidential virtual machines.
CONFBENCH supports both cloud-native workloads (Function-
as-a-Service) and classic applications. CONFBENCH facilitates
the management of the full lifecycle of such workloads, from
their deployment to the gathering of performance metrics, taking
into account the specifics of TEE-enabled confidential virtual
machines. We use CONFBENCH to collect execution overhead
measurements for different VM-enabled TEEs (Intel TDX and
AMD SEV-SNP) through extensive experiments. We also show-
case how CONFBENCH’s architecture allows for validating also
simulation-based TEEs, reporting preliminary results with ARM
CCA. We highlight the intrinsic overheads of such confiden-
tial VMs by conducting stress tests against machine learning
inference tasks, DBMS and native-OS operations benchmarking,
as well as by evaluating the costs of attestation operations
required in the context of confidential computing. The results
indicate generally tenable overheads with modern TEEs, with
exceptions mainly from I/O-intensive tasks, especially with TDX.
CONFBENCH’s multi-language support for FaaS workloads also
lets us gain insights into differences stemming from varying
complexities behind language runtimes. We release CONFBENCH
to the research community and provide instructions to reproduce
our experiments.

Index Terms—TEE, TDX, SEV-SNP, CCA, benchmarking,
confidential computing

I. INTRODUCTION

Cloud computing has revolutionized the way organizations
deploy and manage applications, offering unparalleled scala-
bility, flexibility, and cost-efficiency. However, one significant
limitation persists: the inability of cloud providers to offer
practical and widely accessible solutions for confidential com-
puting. Existing services aimed at protecting data in use are
limited in functionality [6], prohibitively expensive [30], or
require significant technical expertise to implement [26].

Trusted Execution Environments (TEEs) have emerged as
a promising solution to address the challenges of confidential
computing [47]. First-generation TEEs, such as Intel SGX,
were primarily designed to protect single processes. These en-
vironments, while offering certain security guarantees, impose

complex implementation requirements on developers, requir-
ing deep modifications to existing applications and a steep
learning curve to ensure proper utilization. More recently,
Intel’s Trust Domain Extensions (TDX) [33], AMD’s Secure
Encrypted Virtualization (SEV-SNP) [7], and the announced
ARM’s Confidential Compute Architecture (CCA) [9] repre-
sent a significant shift towards the protection of entire virtual-
ized subsystems, greatly simplifying the deployment of secure
applications. The transition to these advanced TEEs lowers the
barriers to entry for developers, doing away with intricate code
modifications or error-prone annotations [58], [59]: program-
mers can now design standard applications, virtualize them,
and deploy them within secure environments with minimal
additional effort [19], [23], or even use confidential containers
to further reduce deployment complexity [49].

The primary challenge this paper addresses is building
ready-to-use tooling for assessing the performance and feasi-
bility of running workloads in different (secure) architectures.
To this end, we propose CONFBENCH, a system that can be
used to conduct performance comparisons of different TEEs.
CONFBENCH provides a framework for systematically testing
and comparing the performance of user-supplied workloads in
environments secured by TDX, SEV-SNP, and CCA.!

CONFBENCH supports both cloud-native workloads and
more native and standard applications. For the former, one
particularly promising application of these new TEE:s is in the
Function-as-a-Service (FaaS) computing paradigm [31]. FaaS
has gained significant traction due to its ability to abstract
infrastructure management and enable rapid scalability based
on demand. Thanks to the stateless nature of FaaS workloads,
cloud providers may opt to offer end-users a simpler and more
effective option to achieve confidentiality of data in use: users
could deploy their workloads in either a secure environment
or a standard one depending on their specific security require-
ments, without the need for complex modifications to their
codebase. As cloud providers consider integrating secure FaaS
environments, understanding the implications on performance
and operational efficiency of TEEs is crucial.

The key novelty of CONFBENCH is to facilitate performance
evaluations within confidential VMs. It saves users from work

'ARM CCA is currently only available in a simulated environment as no
supporting hardware was commercially available at the time of this writing.
For the sake of this work, we rely on the reference FVP simulator [10].
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in bringing up such VMs, masking differences with non-secure
VMs and the TEE-specific provisions to enact.

To validate our proposed architecture, we develop a fully-
functional prototype and use it to conduct experiments on
cloud-native architectures for confidential virtual machines,
putting on the bench TDX, SEV-SNP, and CCA. We bench-
mark a variety of both FaaS and traditional (i.e., tasks
involving DBMS, machine learning, and others) workloads
implemented in various programming language and meant to
reflect the diverse scenarios encountered in real-world appli-
cations. Through these comprehensive experiments, we gain
insights into the performance characteristics and the feasibility
of deploying these workloads in secure environments. The
multi-language support, aligned with what FaaS providers
usually offer to users, also allows us to appreciate differences
ascribable to the different complexities of language runtimes.

Our experiments indicate that TDX is the most efficient
technology overall, in particular for computational workloads.
Compared to SEV-SNP, though, it exposes higher costs with
I/O operations and attestation. The simulated CCA implemen-
tation instead consistently shows high overheads for every
workload and may be viable only for relative comparisons
within CCA confidential VMs. With FaaS workloads, the more
complex language runtimes seem to impose a heavier burden
on TEE operation.

In summary, this paper proposes two main contributions:

« CONFBENCH, a prototype system for easy execution of
(FaaS) workloads in heterogeneous TEEs, which can be
easily extended to support new TEEs and workloads.

o An evaluation of VM-based TEEs for the performance
overhead from running tasks in confidential VMs offering
new insights related to the nature of operations and, for
FaaS workloads, the complexity of managed runtimes.

For experimental reproducibility, all our code, scripts,
and datasets are available at https://doi.org/10.5281/zenodo.
13349781.

II. BACKGROUND

This section briefly introduces the main concepts behind
TEEs and the three TEE variants considered in this study.
Trusted execution environments are isolated, tamper-
resistant processing environments. They execute applications
safely in a separation kernel [47], with enhanced security
guarantees: the authenticity of the executed code, the integrity
of the runtime states, and the confidentiality of the code.
Intel SGX [21] and AMD SEV [50] are widely adopted first-
generation TEEs, enabling the instantiation of, respectively,
enclaves and secure VMs. A new breed of TEEs (Intel
TDX [17], AMD SEV-SNP [50], ARM CCA [12]) adds new
security guarantees for fully confidential VMs, e.g., memory
encryption and integrity protection, and remote attestation.
An attestation primitive allows for establishing a trust re-
lationship with a certain entity (e.g., software or a system), by
ensuring that it has not been tampered with, or that the genuine
code is being executed. There are two types of attestation: local
and remote. Local attestation proves integrity and authenticity
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between co-located trusted environments, for example for
establishing communication. Remote attestation involves three
parties: the verifier, the attester, and a relying party. The
verifier wants to verify the integrity of the attester. The relying
party is the entity that will use the attester’s services. The
attester collects claims about its state, cryptographically signs
them, and sends them to the verifier. The verifier then either
accepts or rejects the attester based on the claims [41].

Intel TDX introduces hardware-level VM isolation (Trusted
Domains), memory encryption, and remote attestation for
VMs. Its core software component is the TDX Module
(Fig. 1a—@), which lives in a reserved memory space. The
TDX Module runs in the Secure Arbitration Mode (SEAM)
of the CPU [17] and it acts as an interface both for the
hypervisor and for the Trusted Domains. The TDX Module
always executes in SEAM root mode, which gives the Module
privilege for interfacing with and managing TDs, while the
TDs execute in SEAM non-root, but can switch to root mode
using the assembly instruction TDCALL (Fig. 1a-®). The
hypervisor runs in VMX root mode. It can exchange with the
TDX Module through a SEAMCALL instruction (Fig. 1a-©),
followed by a SEAMRET issued from the Module itself [17].
The memory of each TD is encrypted, integrity-checked, and
isolated from every other untrusted components (e.g., legacy
VMs, other TDs, hypervisors), and can only be managed
through the TDX Module. TDX supports the generation of
a quote inside a TD with measurements showing the TD’s
state and the underlying infrastructure. A third party can use
the quote to remotely attest system authenticity and integrity.

AMD SEV-SNP extends the VM memory encryption of
AMD Secure Encrypted Virtualization (SEV) by including
strong memory integrity protection, memory re-mapping, pro-
tection against side-channel attacks and attestation. These
features improve both usability and protection [50] (Fig. 1b).
Memory access control is enforced through the use of the
Reverse Map Table (RMP), which keeps track of the owners
of each page. If a VM wants to make data available to
other entities, it can use shared unencrypted memory. Vir-
tual Machine Privilege Levels (VMPLs) allow for having a
guest VM’s memory divided into four levels, ordered by the
amount of privileges they possess, which is useful for nested
virtualization [50]. Each SNP-enabled guest can request an
attestation report to the underlying firmware, which is signed
by the AMD-SP, a secure dedicated coprocessor [46], [50].

ARM CCaA is a set of hardware and software features that
enable the creation of confidential virtual machines (Fig. 1c).
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In addition to TrustZone’s normal and secure worlds [11],
CCA introduces the realm and root worlds for enabling the
instantiation of confidential VMs. Confidential VMs and the
Realm Management Monitor (RMM) live in the realm world.
These two entities operate on different exception levels (EL),
sometimes referred to as privilege levels. CCA supports 4
physical addresses spaces, one for each security world. Ad-
dress translation works in two stages: first, the OS translates
a virtual address into an intermediate physical address, which
in the second stage is translated to an actual physical address.
The RMM manages stage-2 address translation; additionally,
it exposes the Realm Services Interface (RSI) and the Realm
Management Interface (RMI). Realms use the RSI (Fig. Ic-
0) to access services such as attestation and memory man-
agement. The host uses the RMI (Fig. 1c-®) for managing
confidential VMs [13]. For the remote attestation process, the
realm gets an attestation report from the RMM, which contains
relevant measurements (e.g., the initial state of the realm and
firmware components). This report can be cryptographically
verified by the realm owner to trust the realm [13].

ITII. TOOL ARCHITECTURE

This section describes CONFBENCH, a tool for executing
in a flexible manner FaaS and classic workloads through het-
erogeneous TEE architectures and languages. The architecture
(Fig. 2) involves the following main components: a gateway,
TEE-enabled hosts, confidential and non-confidential VMs.

A. Workflow and Main Components

Users can submit workloads to execute via a REST-based
interface together with the corresponding runtime parameters
(choice of a confidential VM or not, specific TEE, function
instance parameters for FaaS workloads, efc.). CONFBENCH
supports the three TEE platforms of §II as well as execution
on non-confidential VMs to easily evaluate TEE overheads.

The gateway is the entry point for all requests. It re-
ceives and then dispatches workloads to appropriate execu-
tion platforms. Based on the query arguments, it selects a
normal VM for execution or a secure VM with the desired
TEE. CONFBENCH’s design allows for easily adding new
or additional execution platforms, following some constraints
and file-system conventions (e.g., directory structure, location
of language interpreters and upload folders). The gateway
executes the functions with the specified sets of arguments
by invoking the appropriate commands on the remote hosts.
Once completed, results are returned to the user.

The hosts are TEE-enabled hardware machines capable of
instantiating confidential VMs. Hosts receive requests from the
gateway, and, based on the query arguments (i.e., destination
port), they will route them to the appropriate destination.

We assume the gateway to have stateful knowledge about
the hosts, their configuration, and appropriate access. Each
host can run multiple types of VMs, either confidential or not.

To add a new TEE, one must provide all the relevant
information needed by the gateway to access them. Internally,
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Fig. 2: CONFBENCH’s architecture with sample run in TDX.

a dedicated gateway configuration file maps TEEs and their
interface ports. The gateway maintains TEE pools to load-
balance workload requests across different types of TEEs.
Cloud provider users would adjust the load-balancing policy
to their internal needs (e.g., number of requests, SLASs).

In the FaaS scenario, the supported languages (listed in
§IV-A) can be extended for a new one by preparing the
relevant environment in the VMs, registering the new language
in CONFBENCH, and implementing a function launcher. The
latter must instantiate a runtime for the languages that need
one, therefore its implementation is straightforward.

We highlight that in the case of non-FaaS scenarios, the user
must cross-compile and submit the executable, unlike with
FaaS where CONFBENCH streamlines the process.

B. Implementation Insights

Every VM on a host must have the same file locations,
libraries, and interpreters to ensure consistent execution setups
across VMs. In the CONFBENCH prototype, the gateway
changes a network destination port, maintaining a mapping
between ports and available VMs. The gateway component is
implemented in Rust on top of the Axum [55] web framework.
Each host machines relies on socat [28], a network relay
tool to steer traffic to its hosted VMs. The implementation of
CONFBENCH consists overall of 624 LOC in Rust.

While the setup of TDX and SEV-SNP confidential VMs is
somehow streamlined [16] [8], the integration of CONFBENCH
with simulated CCA realms required special attention.

At the time of our experiments, the FVP [10] simulator
lacked proper documented support for networking (specif-
ically, between the host and the VM). To overcome such
limitations, we had to use a mix of tap and tun devices
between the host and the simulator, and the simulator and the
VMs.

For TDX, we initially observed consistently high overhead
without a clear cause. Such issues were eventually solved by
a firmware upgrade (TDX_1.5.05.46.698) published by
Intel, boosting the execution runtime up to a 10X factor.

The setup of the experimental machines was particularly
time-consuming, due to the relatively recent availability of
such technologies. We hope that our work can benefit other re-
searchers looking for experimenting with these TEEs. Among
the most significant technical challenges for the implementa-
tion, we stress how the specificities of each TEE requires ad-
hoc mechanisms to plug into CONFBENCH’s modular archi-
tecture, in particular due to the lack of common TEE standards
(despite efforts such as the OpenEnclave initiative [4]) and to
the different approaches to attestation [42].



CONFBENCH integrates with performance monitoring tools
(Linux’s perf) to measure and collect statistics of the var-
ious runs. Upon each function execution, it invokes perf
stat when dispatching workloads. The collected performance
metrics are piggybacked with the outputs returned to the
users. The typical results, in addition to the wallclock time,
include number of instructions executed, cache misses, efc. If
performance counters are not available, such as inside CCA
realms (hence perf cannot be used), one must rely on custom
performance tools. CONFBENCH allows developers to extend
the monitoring support with scripts, and we did so for CCA.
Presently, CONFBENCH does not collect TEE-specific metrics
(e.g., page faults), but adding scripts to track more metrics
would be straightforward.

C. Example Run

The execution of a benchmark works as follows. Without
loss of generality, we illustrate the scenario of a function
execution inside a TDX trusted domain. First, the user uploads
their function to the gateway (Fig.2-@). The gateway maintains
a database of available functions per supported language.
Next, they send a request to indicate the target function,
its arguments (Fig.2-@®), whether they want it to run in a
confidential VM, and if so on what platform (TDX, SEV-SNP,
CCA). The gateway sends the execution request to the chosen
host (Fig.2-®). The host receives the request and it routes it to
the target VM (Fig.2-@). The VM executes the function and
sends the result back to the gateway (Fig.2-® and Fig.2-0).
The gateway forwards the results to the user (Fig.2-@).

IV. EXPERIMENTAL FINDINGS

In the following, we estimate the performance overheads
of executing typical FaaS workloads and classic workloads
in TEEs implemented by confidential VMs. For classic work-
loads, we use standard microbenchmarks, confidential machine
learning inference benchmarks, and database stress tests.

A. Experimental Settings

We detail our experimental test bed for the TEEs next.
TDX: We use a server with an 8-core Intel Xeon Gold
5515+ CPU (3.20 GHz) and 64 GiB RAM. Trusted and legacy
domains run Ubuntu 24.04 LTS (kernel 6.8.0-31-generic),
while the TDX Module’s version is TDX_1.5.05.46.698.
SEV-SNP: We use a server with a 16-core AMD EPYC
9124 CPU (3.0 GHz) and 64 GiB RAM. Secure and non-
secure VMs run Ubuntu 22.04 LTS (kernel 6.5.0-41-generic).
CCA: Experimenting with CCA currently lacks real silicon,
as confirmed also recently in online ARM events [24] and
offline by ARM developers. As in recent related work [53],
we rely on the official ARM Fixed Virtual Platform [10]
simulator. ARM states in [14] that this simulator runs “at
speeds comparable to the real hardware”. Such a feat can
enable researchers to achieve meaningful results, first and
foremost for compatibility assessment (i.e., code can run
correctly). Nevertheless, with simulation in general (beyond

TEEs), we feel only relative comparisons within one simulator
may be sound, and the real hardware should be used when
available.

In each host we created two VMs: a VM with TEE-backed
security guarantees and a “normal” VM. Both VMs enable a
seamless execution of workloads, either as standalone binaries
or via their corresponding language runtimes. For dispatching
workloads to TEEs, the user interacts with the gateway, which
runs on a separate machine (i.e., not any of the TEE ones).

B. Workloads

In this section, we describe the workloads used for the
classic and FaaS benchmarks. Given the large diversity across
the computing power of the hardware, unless otherwise stated,
we systematically study the ratios between the confidential and
the non-confidential execution time. To assess the differences
across TEEs, we start with classic workloads deployed in a
confidential setting, spanning heterogeneous tasks:

1) ML: we replicate the experiments and measurements
from [51]. A pre-trained TensorFlow Lite model (Mo-
bileNetv1 [29]) is used to classify images. The dataset is
from [51] and consists of 40 diversified 1-MB images

2) DBMS: We take a single-file version of the popu-
lar SQLite database, called amalgamation (speedtestl.c,
v3460000), that includes its test suite to measure various
aspects [52]. We compare the execution time across
several tests, keeping the default relative test size (100).

3) OS: Byte UnixBench [2] consists of low-level system
benchmarks for UNIX-like OSes. The suite attempts
various tests and outputs a performance index score that
compares the results with the suite’s reference system.

Further, we study the performance of the attestation process
for TDX and SEV which guarantees the integrity of the con-
fidential code. As we discussed in Section II, the two follow
fundamentally different approaches to it, hence we report the
absolute latencies that users perceive from the completion
of their steps. We used go-tdx-guest [27], a wrapper
around the Intel library for attestation, and spnguest [56],
a managing tool for SEV-SNP. We leave out CCA as the
simulator lacks the required hardware support.

For the FaaS scenario, we recall such platforms allow
end users to submit functions written in several different
languages that are then interpreted or compiled. We consider
the following languages and runtimes, which are a common
choice in practice and industrial settings: Python (v3.12.3
for TDX, v3.10.12 for SEV-SNP, 3.11.8 for CCA), Node.js
(v22.2.0 for TDX and SEV-SNP, v20.12.2 for CCA), Ruby
(v3.2 for TDX, v3.0 for SEV-SNP, v3.3 for CCA), Lua
(v5.4.6 for all) and LuaJIT (v2.1 for all), Go (v1.20.3 for
all) and Wasm (Wasmi Engine v0.32 for all). We decided
to evaluate these languages due to their practical relevance
(aligning with what FaaS providers usually support) and to
explore differences ascribable to managed runtimes. As shown
later, lightweight runtimes (Lua) show lower overhead, while
more complex ones (Python, JS) apparently impose a heavier
burden on TEE operation (from memory integrity checking,
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Fig. 3: Confidential ML workloads: distribution (as stacked
percentiles) of the observed inference times.

encryption, efc.). This raises the question of whether future
work could optimize runtime design, for example by placing
parts of the managed runtime outside the TEE.

We consider a variety of open datasets for existing functions
in these implementation languages. When not possible, we
manually ported specific functions across languages, main-
taining as much as possible the original logic. The execution
mechanics of CONFBENCH, in particular via the function
launchers (§I1I-A), allow for a common output across the
diverse languages, easing the comparison efforts.

The chosen FaaS benchmarks rely on existing func-
tion benchmarks taken from FAASDOM suite [39], [40],
FaaSbenchmark [1], Lua-Benchmarks [22], and wasmi-
benchmarks [36]. Such benchmarks offer a large diversity of
workload patterns (CPU, memory, I/O, etc.). We report results
for 25 distinct workloads.

C. Classic Workloads

Confidential ML. We rely on the one of the default exam-
ples from the official TensorFlow GitHub repository [54]. This
example deploys MobileNetV2, a small, low-latency model
that can be used for image classification.> Fig. 3 presents,
on a logarithmic scale, these results between the secure and
non secure execution, for three different TEEs. We use a
stacked percentile representation using tones of gray for the
min, 25", median, 95", and max percentiles. Overheads for
TDX and SEV-SNP are very similar, with TDX showing a lim-
ited advantage. For CPU-intensive tasks, TDX and SEV-SNP
confidential VMs execute at close-to-native speed. Conversely,
CCA introduces a larger overhead (up to 1.33x slower than
a non-secure environment). In general, CPU-intensive tasks
show less noticeable differences.

Confidential DBMS. We execute a large variety of tests from
the official SQLite test suite [52]. The tests are composed of
typical relational database operations, such as creating tables,
inserting data, and querying it. We omit detailed plots for space
and describe next the main findings. The overhead introduced
by CCA is the largest ones, on average up to 10x compared
to non-secure execution. Since this workload includes a large
selection of heterogeneous task, this seems to impose a large

2 Although it targets mobile and embedded vision applications, we chose it
as a well-known model of complexity comparable to the other benchmarks.
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Fig. 5: Absolute times for the creation and validation of attes-
tation reports in TDX and SEV-SNP. Y-axis uses a logarithmic
scale.

strain on the CCA environment. Overheads for TDX and SEV-
SNP are very similar and close to 1 (i.e., execution times in
secure and non-secure VMs are about the same). As the CCA
tests run in a simulated environment, it is difficult to precisely
debunk the root cause of such overheads. We suspect it is due
to the two layers of abstraction used in our setup (as opposed
to bare-metal execution in TDX and SEV), but it is hard to rule
out other issues causing CCA to such negative results. Once
real hardware becomes available, these tests shall be repeated.

Unixbench. This benchmark consists of a series of tests
that measure the performance of the CPU, memory, disk, and
file system. We run them in the single-threaded benchmark
configuration. Each test returns an index score measuring
performance compared to a baseline system (a SPARCstation
20-61 with 128 MB RAM, a SPARC Storage Array, and
Solaris 2.3). We report the aggregated index reported by
UnixBench out of the execution of several tests. These tests
are very heterogeneous (e.g., pipe-based context switching, file
copy with different buffer size and maxblock, process creation
etc.), thus giving us a good overview of the overall overhead at
OS level when running in the TEEs. Fig. 4 compares execution
times in secure and normal VMSs, normalized as ratios. TDX
introduces the least overhead, SEV-SNP leads to analogous
figures, while CCA is the one introducing the most overhead.
We note that the overheads with UnixBench are larger than
in ML and DBMS workloads. Recent work [44] attributes
slowdowns on UnixBench to frequent sleep and wake-up
events that show in frequent TDVMCALL and VMEXIT
events on, respectively, TDX and SEV-SNP confidential VMs.

Attestation. Fig. 5 reports the outcome of investigating
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the costs of attestation, measured as wall-clock time. For
TDX, we first setup the SGX DCAP (Data Center Attestation
Primitives) [48], a set of libraries and tools for the creation and
verification of attestation reports: we seek to generate a TD
quote (§1I). We show the costs of these operations in Fig. 5,
“attest” step. The quote is then sent to a verifier. As mentioned,
we use the go-tdx—guest wrapper [27] (further details in
our repository). The verification process checks the root of
trust of the platform and the correctness of the quote—cost
shown in Fig. 5, “check” step.

For SEV-SNP, the process starts with the guest requesting
an attestation report from the AMD Secure Processor firmware
and follows a three-step process for its verification [46], [50].
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Fig. 5 shows how both the generation (“attest”) and val-
idation (“check”) phases are faster in SEV-SNP, which is
expected due to the design differences. For the validation
of the TDX quote, the implementation used retrieves TCB
information and CRLs from the Intel PCS by making network
requests [20], while the SEV-SNP implementation retrieves the
required certificates from the underlying hardware.

D. FaaS Workloads

We collected performance figures when executing FaaS
workloads using CONFBENCH. The functions deployed and
executed in the TEEs are of different nature, and implemented
in different implementation languages. Examples include:

« cpustress: intensive trigonometric calculations and arith-

metic operations within a large iteration loop;

« memstress: repeated allocation of a 1-MB buffer so as

to cover half of the machine’s available memory;

« iostress: intensive read/write operations by creating and

writing large files (1 MB) using the dd command?;

« logging: print a large number of messages (3000);

« factors: compute the factors of a number;

3For the curious reader, we did not test with other sizes because I/O-bound
workloads notoriously hit major bottlenecks [45]. Researchers have lately
proposed improved I/O subsystems to overcome such limitations, shadowing
more in-depth I/O benchmarking for the current design.



« filesystem: create and manage folders and files, per-
forming read/write operations and cleanup. The workload
creates two nested folders, then creates a file of 1 MB
in the innermost one, writes to it, reads from it, and
eventually deletes it, along with the folders.

We arrange this section in two parts: one for TDX/SEV-SNP
followed by one for CCA. Preliminary measurements show
how CCA incurs larger overheads in certain workloads, and
understanding these differences compared to the bare-metal
TEEs is difficult due to the simulation layer (in spite of it being
claimed as hardware speed-accurate). Nevertheless, our CCA
results still provide a first baseline for performance overheads.

We execute each function on both secure and normal VMs,
using the same set of arguments. We measure the overhead
introduced by running each function in a secure environment.
We plot the ratio between the secure and non-secure counter-
part. To minimize the impact of anomalies that might occur
during a single run, we made 10 independent trials for each
single function, and then used the average time results.

For every supported language, we prepared for CONF-
BENCH a workload-agnostic function launcher (§III-A) that
reads the file where the function is defined and executes it
using the given arguments. Our timing measurements exclude
the time required by the launcher to bootstrap the runtime.

Specifically for Webassembly, we use the latest version of
Wasmi, an efficient WASM interpreter written in Rust [37].
Most of its benchmark tests are taken from the benchmark
suite used by Wasmi Labs themselves [36]. We extended this
WASM benchmark suite with cpustress and memstress.

TDX and SEV-SNP. We use a heatmap representation
to report our results, depicted in Fig. 6. Darker tones of
blue indicate better ratios, computed for execution times in
secure and normal VMs. The overhead introduced by the
two TEEs is very similar: TDX tends to be faster with CPU
and memory intensive workloads, while SEV-SNP is faster
with I/O tasks. The specific connotation of intensive is given
here by general traits of the code, with CPU-intensive being
the most prevalent case. Our results are consistent with the
baselines reported by Intel [34]. The overhead introduced by
TDX for the iostress function is probably due to the use
of encrypted bounce-buffers outside the Intel TDX protected
memory space (i.e., memory areas shared between TDs and
the VMM). Bounce-buffers are known to introduce larger
overheads when in use [34]. An upcoming TDX extension,
TDX Connect [32], will improve functionality and perfor-
mance of I/O virtualization: we expect these results to improve
considerably. Finally, the attentive reader may notice how, in a
few cases, the ratio is lower than 1, suggesting that execution
in a secure VM is faster. We investigated some of these cases
and observed higher amounts of cache line hits in runs in the
secure VM. Modern TEE systems no longer face microarchi-
tectural degradations typical of SGX. Recent studies such as
TDXdown [57] explore induced variations in caching behavior,
which may justify these apparently unexpected results.

CCA. We conclude our experiments by showing results
from executing the same set of functions in the CCA environ-
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Fig. 8: CCA: distribution of execution times from secure and
normal VMs for functions written in several languages.

ment. The software setup is the same as for the hardware-based
TEEs. Inside the FVP simulator, we deploy two VMs (a secure
realm and a non-secure one), thus introducing an additional



layer of abstraction. We provide a heat-map in Fig. 7 built
as with the other TEEs. Additionally, we provide a box-and-
whiskers representation in Fig. 8 to report percentiles from all
the 10 independent runs of each function. With confidential
VMs, the length of the whiskers tends to be larger, indicating
an increased variability in execution time. This variability
was present also in the TDX and SEV-SNP experiments (plot
omitted for space), but to a lesser extent.

Overall, CCA incurs much higher overheads compared to
the other TEEs (visually, we see more lighter blue/red-ish
cells). We find this can be attributed to the ARM machine
being simulated. Similarly, a certain degree of inaccuracy
of the time measurement introduced by the simulation itself
might affect the reported ratios, and we plan to investigate
such matters in future work. We choose to plot detailed data
(Fig. 8) as, to the best of our knowledge, these experiments
provide a first baseline for ARM CCA in literature. Once the
hardware for CCA will become available on the market, it will
be possible to revisit them and use CONFBENCH to determine
the extent to which these overheads stem from the simulation
versus the actual operation of CCA environments.

E. Discussion

Our experimental analysis highlights that code running
in TEEs may often incur a minimal overhead. This proves
the maturity of such technology and the degree of opti-
mizations implemented inside these second-generation TEE
architectures. TDX tends to be faster with CPU and memory
intensive workloads, while SEV-SNP tends to be faster with
I/O tasks, which may be due to the use of encrypted bounce-
buffers outside the TDX protected memory space [3]. Tests
on emulated CCA show unreliable performance, preventing
us from drawing definitive conclusions on this matter.

V. RELATED WORK

Cloud providers offer nowadays TEE-enabled VMs in their
commercial offerings [15], [25], [43]. The authors of [60]
propose an approach for reusable enclaves in the cloud to
avoid cold start penalties, using Intel SGX, OpenWhisk, and
WebAssembly. We note that integrating CONFBENCH with
OpenWhisk or other FaaS frameworks remains a considerable
engineering effort, which will become lower especially once
real CCA hardware enters the market.

Intel SGX and OpenWhisk have been combined to realize
a function-as-a-service framework in [5] with the security
guarantees of TEEs. Similar to CONFBENCH, the framework
allows measuring the performance of computing time inside
SGX enclaves. CONFBENCH provides insights on the exe-
cution of functions inside a diverse set of next-generation
confidential VMs, in addition to support for classic workloads.

Recent studies [18], [38] show how to deploy serverless
workloads in SGX enclaves. However, to the best of our
knowledge, we are the first to provide a full-fledge tool that
both enables the execution of cloud-native workloads on next-
generation confidential VMs, facilitating the evaluation of the
performance of these workloads on different TEEs.

Serverless workloads can be deployed in confidential con-
tainers [49], however with unpractical results from the re-
sulting overheads. Similar results can easily be reproduced
leveraging CONFBENCH: we remark that its design can acco-
modate new types of confidential virtual machines, including
containers and other types of execution environments.

VI. CONCLUSION AND FUTURE WORK

This paper presented CONFBENCH, a tool that can be used
to conduct smooth performance comparisons of different TEEs
across a variety of workloads in a simple manner.

We showcased how to use it to easily deploy and run
classical workloads and cloud-native ones. The architecture of
CONFBENCH can easily be extended for current and future
TEEs. We demonstrated the soundness of our design by
running experiments on existing and future TEEs, including
Intel TDX, AMD SEV-SNP, and (simulated) ARM CCA.

We provided experimental baselines using different types
of micro- and macro-benchmarks, including confidential ML,
confidential DBMS, and stress tests. Our results show that for
more mature TEEs (i.e., TDX and SEV-SNP), the overhead
introduced by running benchmarks in confidential VMs is
minimal. Perhaps counterintuitively, some scenarios achieve
slightly better results inside confidential VMs rather than
outside, an effect we traced back to differences in cache hits.

The performance achieved by executing in CCA realms with
the reference FVP simulator appears poor if compared against
non-secure virtual machines. We speculate that the root causes
of such performance are to be found in the simulated nature
of this environment. We will validate these simulated results
once CCA hardware arrives to the consumer market.

We plan to extend this work along the following directions.
Firstly, we intend to study the overheads of co-locating and
executing several TEE-aware VMs inside the same host, as
it happens in a typical cloud-based multi-tenant scenario.
Secondly, we intend to provide researchers and practitioners
support to easily deploy in CONFBENCH different types of
confidential execution units, supporting native processes (for
Intel SGX enclaves) or secure containers.

Given substantial engineering efforts, CONFBENCH would
include native support for pluggable TEEs, integration to
existing TEE monitoring libraries [35], and native integration
with full-fledged FaaS platforms.
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