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Abstract
Process injection is a core technique for malware authors to evade
detection and enhance stealth. Despite its widespread use and im-
portance in malware analysis, process injection remains under-
explored in academic research, with prior work often limited to
specific techniques or lacking a systematic approach.

This paper proposes a principled analysis methodology centered
on fundamental operational steps inherent to all known process
injection variants. By looking for the co-occurrence of a minimal
set of said steps and correlating them via memory address identity,
our approach overcomes the accuracy and overhead limitations of
prior studies, enables reliable detection and fine-grained analysis
of process injection attacks with tenable run-time costs.

We provide fresh insights into how threat actors leverage this
technique by analyzing malware spotted in the wild from 2017
to 2023. An analysis of 56,340 representative samples from 2,667
malware families estimates process injection as a dominant eva-
sion strategy, and suggests that threat actors continuously adapt
their choices and implementation variants in response to evolv-
ing defense mechanisms and community knowledge. Comparative
experiments then show that our method outperforms dedicated so-
lutions and mainstream sandboxes in identifying injection activity.

To foster future research, we share with the community the
implementation, dataset, and experimental logs from this study.
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1 Introduction
Malware, the primary tool of cybercriminals, enables diverse attacks
and affects numerous victims. Its rapid evolution poses significant
challenges to the security community [46]. To counter these threats,
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researchers and vendors work to improve detection mechanisms,
whereas malware authors develop better techniques to evade them.

One effective strategy to evade process monitoring-based de-
fenses consists in running malicious code under other processes.
This is the core concept of process injection, a general attack method
for executing arbitrary code in the address space of another process,
hiding malicious activities under the guise of such victim.

Process injection can give malware operations an increased level
of stealthiness, improving success in defense evasion and, in some
cases, enabling privilege escalation and the circumvention of allow
list-based policies. Process injection is a key method for executing
fileless attacks [49], which have become increasingly prevalent and
nowadays represent a dominant type of cyber threat [54].

Detectingmalicious behavior from injected payloads can bemore
challenging than with standalone samples for several reasons. Most
injection techniques leave no trace on disk, inherently evading static
detectionmethods (e.g., signature-based). In dynamic analysis, if the
monitoring system fails to capture the precise moment the payload
begins execution, the security solution is likely to miss the threat
once its activities blend with the victim’s legitimate activities [30].
Also forensics post-mortem analysis [2, 40, 41] may miss injected
payloads, for example if the sample has memory wiping provisions.

A viable defense strategy would thus be to detect and prevent
injection attempts. However, this task is far from straightforward.
Most process injection attacks target Windows hosts, leveraging
an extensive range of built-in system features designed to facilitate
application interoperability and enhance functionality. Unfortu-
nately, skilled malware authors have creatively repurposed these
capabilities to inject code into the memory of other processes. This
ingenuity is well-documented in white-hat blog posts [44, 70], tech-
nical reports [18, 50], and academic research [80].

In the presence of suspicious activity, anti-virus products (AVs)
face an additional limitation by not being able to sustain close exe-
cution inspection for long, due to the risk of generating excessive
overhead in program execution. Endpoint Detection and Response
(EDR) vendors have lately explored high-level guidelines for char-
acterizing process injection [37, 77, 79], but these are not always
directly applicable and tend to cover only some techniques.

The academic community has devoted rather limited attention
to analyzing the injection phenomenon, with prior efforts typically
focusing on single techniques or schemes [21, 50, 51, 84]; a compre-
hensive analysis only emerged in 2023 [80]. Despite its prevalence
and importance in the malware analysis practice, process injection
remains an under-explored problem. We argue that a deeper, more
systematic understanding of this phenomenon is needed.

Our approach. This paper introduces a detection and analysis
methodology that targets fundamental operational traits inherent
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in all variants of process injection we are aware of. The methodol-
ogy synergically capitalizes on two intuitions leveraged separately
by prior work, and further relaxes the assumptions behind their
deployment with the result of improving detection accuracy.

Starink et al. [80] survey common injection techniques and write
reference implementations for them to derive behavior graphs that
capture co-occurrence and inter-dependence of the API calls behind
each technique. The authors use these graphs to analyze real-world
malware: in an execution trace, they check for operations that
manipulate congruent memory addresses and try to map them to
known behavior graphs. We find the congruence criterion an effec-
tive proxy to discriminate related activity, removing the need for
expensive taint tracking used in other works [51, 63].

As for recognizing candidate activity, we recall instead how
Klein et al. [50] established that process injection tends to take
place in three operations: allocating memory in the victim, writing
the payload inside it, and triggering execution from it. They then
surveyed techniques and identified the APIs of choice for each.

The core idea behind our proposal is to combine the co-occurrence
of operational primitives with memory range congruence. To cope
with implementation diversification from malware authors, we em-
ploy equivalence classes to model alternative ways of realizing each
of the three core operations. This addresses a main limitation of the
work of Starink et al. [80], as behavior graphs need an exact match
with API identity, and also non-core operations must be identified.

But even such a method will fail if the adversary performs one
of the three operations in an unanticipated way. We address this
other limitation by stipulating and testing experimentally that the
presence of at least two of the three operations is sufficient to indicate
the presence of an injection behavior. This enables detection even
when the injection process is not fully recognized or visible.

For attackers, they nowmust implement two operations in an un-
foreseen way, which is intrinsically harder (and analysts can update
our classes as they learn one new implementation alternative).

For defenders, our approach eases the identification of variants
when techniques evolve. Notably, we spotted an implementation
variant now dominant in the wild for Process Hollowing, a tech-
nique that Starink et al. [80] identify as the most popular but un-
derestimate in prevalence due to the strict patterns for the analysis.

Finally, we explicitly consider an aspect that prior work treated
at orthogonal: malware evasion. By integrating our method with a
state-of-the-art system for countering evasive behavior and running
an ablation study, we show how samples that resort to injection
techniques are often also evasive. Therefore, we rectify incomplete
findings in prior work on the injection phenomenon’s prevalence.

To estimate howwidely the various injection techniques are used
and gain insights into the choices of malware writers over time,
we apply our method to a collection of Windows malware samples
spotted in the wild between 2017 and 2023. We source 334,885
samples from two qualified collections: the VirusTotal Academic
dataset (2017 to 2021) and the VX Underground Bazaar collection
(2022 and 2023). To avoid bias from overly represented families, we
apply balancing techniques and filter out near-duplicates, obtaining
for the study a dataset of 56,340 representative malware samples.

Process injection remains a recurrent choice for malware writers,
with on average 16.5% of analyzed samples employing at least one
technique, and higher prevalence in recent years. Insights from

fine-grained result analysis lead us to believe that threat actors
have likely adapted their choices to the evolution of defense mech-
anisms and the community knowledge of emerging techniques.
Finally, in a comparative experiment for detection efficacy, we note
that mainstream open-source and closed-source sandboxes missed
injection activity in 21.2% of the samples flagged by our approach.

We hope this research contributes to the advancement of mal-
ware analysis systems and to foster a clear understanding of an
under-explored yet pivotal aspect of malware behavior within the
academic community. The two contributions we propose are:

• A methodology for detecting process injection based on the
(partial) co-occurrence of three operational primitives linked
by memory range congruence, aimed at addressing the ac-
curacy limitations of existing approaches;

• An experimental study that estimates the prevalence of in-
jection attacks in Windows malware between 2017 and 2023,
providing statistics and insights about the evolution of the
techniques and the choices of threat actors.

We make available our code, dataset, and logs from the experi-
ments at: https://github.com/Sap4Sec/process-injection/.

2 Background and Related Works
Process injection, or code injection in some literature, is a well-
established attack method used by modern malware to bypass de-
tection by end-host security solutions like AVs and EDRs.

Operation. Process injection involves loading and executing cus-
tom code within the memory space of another process, possibly a
legitimate one. By executing malicious logic through a third party,
malware attempts to hide its activity from monitoring solutions.
This migration allows attackers to enhance a malware sample’s
stealth capabilities and, in some cases, escalate privileges, for ex-
ample for ensuring a foothold across system reboots [81].

Process injection involves three main steps [50]: (1) allocating
one or more memory regions in the victim, (2) writing the payload
into the new memory region(s), and (3) scheduling the code for
execution within the victim. Each step can take place differently de-
pending on the specific injection technique employed, each offering
distinct trade-offs in terms of stealth and reliability.

For instance, shellcode injection [64] allocates a buffer in the
target victim process, writes the shellcode into it, and executes it
by creating a remote thread. DLL injection from Disk writes in the
victim’s memory a filesystem path to a malicious library, then issues
an API call to force the victim to load it. Process Hollowing [15]
operates by creating a new process in suspended state, unmapping
its original memory (an optional step, as our findings will show),
allocating and populating memory with malicious code, and up-
dating the process context to use such code as entry point before
resuming it. In other techniques or implementation variants, attack-
ers may hijack existing threads or use an Asynchronous Procedure
Call (APC) [33] to queue the payload for execution by a legitimate
thread. For brevity, we refer our readers to Appendix A for further
background information on specific injection techniques. Despite
their differences, all techniques manipulate the same fundamental
stages, which are the common underpinnings of process injection.

For over two decades, process injection has posed significant
challenges to malware analysis. Its effectiveness is recognized not
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just by threat actors, who extensively use it, but also by secu-
rity researchers, who have developed numerous offensive works
leveraging it as a vector for implementing more sophisticated at-
tacks [23, 30, 48]. Defensive research faces a unique challenge: the
versatility of process injection has led to the development of nu-
merous variants, each with its own implementation styles, favored
by the extensive set of system APIs and exotic features (such as
transacted files that become opaque to AVs) available in Windows.

Previous efforts by industry and academia have attempted to
gather knowledge about process injection techniques, often rea-
soning on proof-of-concept implementations [38, 44, 59, 70]. The
MITRE ATT&CK framework [18] models process injection as an
adversary tactic, defining 12 techniques for it that include both true
injection (i.e., the victim is a process already running in the ma-
chine) and victim process spawning (i.e., the malware sample starts
and then abuses a process). Klein et al. [50] assembled a curated
comprehensive catalog of true process injection techniques, cate-
gorizing them based on the three operation primitives mentioned
above and detailing their requirements and limitations.

Detection. Several prior efforts have focused on detecting process
injection. Barabosch et al. [21] propose a honeypot paradigm as
a decoy to malware and monitor the environment for changes
associated with this threat. The success of this approach depends
on whether the sample chooses the decoy process as a victim, a
problem that affects also network honeypots. The method handles
only cases of true injection, and misses also the recursive patterns
that we observed in our experiment and describe later in this paper.

Another avenue is acquiring and analyzing memory dumps [20].
Despite the potential wealth of indicators and the design opportuni-
ties for memory-based detection heuristics, this method has impor-
tant shortcomings. For example, captures of single machine states
may not reveal interesting patterns and are expensive to deploy
frequently for online monitoring in a security solution. Further-
more, there are injection techniques that might not be detectable
in a post-mortem memory dump analysis, and adversaries may
exacerbate this problem by adopting memory wiping tactics.

To partially mitigate these limitations, Nasereddin et al. [61]
explore the use of live memory analysis and parallel computing,
using multiple agents to monitor different execution artifacts (mem-
ory protection features, PE headers, system registry contents, sus-
pended processes) and processing traces collected with the Event
Tracing for Windows (ETW) [35] technology. The work presents
an experimental analysis involving six injection techniques.

Korczynski et al. [51] present a solution based on taint analysis
to expose code injection and code reuse attacks. Similarly, Arefi et
al. [63] build a reverse engineering tool based onwhole-system taint
analysis implemented in QEMU. While taint analysis can gather
rich and accurate information, it notoriously incurs considerable
performance and memory overheads, which significantly compli-
cate practical usage and downstream integration (e.g., to improve
the capabilities of AVs or sandboxes) of such a system.

We previously mentioned how Starink et al. [80] model injec-
tion activities through behavior graphs, which capture APIs calls
and their interdependence as nodes and transactions within Petri
nets [60]. Their workflow hinges on using exact schemas that, as we
show, harms accuracy when broader event abstraction is required.

The study estimates the prevalence of 17 injection techniques, clas-
sifying them into active and passive methods based on their level
of interaction with the victim process. Passive techniques do not
interact with a target process directly, but mainly1 have a victim
program load them on startup by tampering specific registry keys.
The MITRE ATT&CK framework does not categorize them as in-
jection, but rather as Event Triggered Execution techniques [4].

Snow et al. [78] design a hardware virtualization-assisted frame-
work for fast, accurate detection and analysis of shellcode [78].More
recently, some researchers [84, 85] have applied machine learning
to detect stealthy infection vectors, including process injection.

Discussion. Despite their contributions, current solutions ulti-
mately struggle to capture the essence of process injection, hinder-
ing a deeper understanding of the problem.

To summarize their limitations: they tend to (1) rely on costly
analyses (memory dumps, taint tracking) that may still miss behav-
iors depending on when they are enacted and the sample’s charac-
teristics, and (2) pursue a classification-driven approach towards
strict rules derived syntactically from documented injection imple-
mentations. The first choice hinders practicality and still struggles
with completeness, whereas the second choice is inevitably prone
to missing implementation variants and emerging techniques.

A third and more practical limitation is that much injection activ-
ity is concealed by evasion techniques, making it harder to detect
in analysis systems. While addressing evasion is an orthogonal
challenge, the works discussed above lack provisions for it, lead-
ing to an underestimation of process injection prevalence. More
critically, researchers may overlook variations in how malware
implements process injection techniques across families and even
within specimens of a single family. As a reference, in an exper-
iment we restricted to the samples from 2019 in our dataset, we
noted that, under a system with no anti-evasion provisions, no less
than 47.3% of samples doing an injection went undetected.

We also compared the methodology we propose in this paper
with the analysis of Starink et al. [80]. By intersecting our two
source datasets, we achieved 95.6% coverage of their dataset. After
applying deduplication and balancing methods, we mapped the re-
sults to our final dataset, identifying 64.1% more samples exhibiting
injection behaviors than they do.

These reflections and data back our argument for a different ap-
proach to better understand process injection and its implications.

3 Analysis Methodology
To approach the problem of detecting and analyzing process injec-
tion, we reviewed the sources referenced in the previous section and
complemented them with technical blog posts on implementation
strategies, emerging ideas for injection variants, conversations with
analysts, and, to a marginal extent, our experience with malware
design and reversing. In this analysis, we identify 12 process injec-
tion techniques that we find representative of what spotted until
now in the wild. A detailed explanation of why these techniques
form a comprehensive set is given in Appendix A.

Virtually all known injection techniques share fundamental be-
haviors centered around the manipulation of memory areas. This
1The authors consider passive also Hook Injection, a technique that provides a running
victim’s thread identifier to an API that causes an eventual address space manipulation.



ASIA CCS ’25, August 25–29, 2025, Hanoi, Vietnam Giorgia Di Pietro, Daniele Cono D’Elia, and LeonardoQuerzoni

happens in three operational steps: these regions must be obtained,
populated, and then the payload must be scheduled for execution.
Understanding these underlying primitives and the relationships
between them can be, as our approach will show, pivotal for grasp-
ing the nature of the problem and effectively detecting injection
instances, even as new techniques continue to emerge and evolve.

When we said “virtually all” above, the three-step characteri-
zation partially leaves out the techniques systematized as passive
injections by Starink et al. [80]. Our stance is that these techniques,
as also defined in the MITRE ATT&CK framework [18], pertain to
the persistence realm of malware techniques, and can be seen as
injections mostly for having an unusual vessel to initiate execution.
However, by stretching the definition of memory allocation in the
first step, we would still be able to recognize these techniques.

For monitoring execution, we assume the instrumentation frame-
work is trusted and resilient to techniques designed to evade API
call logging. The latter point may be relaxed if orthogonal mitiga-
tions [3] are used to strengthen the implementation against stolen
code and similar attacks. The focus of the methodology and experi-
mental study of this paper is userspace malware: rootkits or samples
that abuse kernel vulnerabilities for stealth operation fall outside
the scope of this study (at the time of writing, we are unaware of
malware of this kind making use of process injection).

As our readers will appreciate later in the paper, a practical ad-
vantage of our methodology lies in its simple deployment require-
ments: it only needs to trace specific API calls and their argument
values. While we developed it to gain insights in how malware uses
process injection, we believe it may have potential applications to
security solutions such as sandboxes and anti-virus products due to
its simplicity, efficacy in detection, and limited run-time overhead.

3.1 Overview
Capitalizing on two intuitions explored only partially in prior
works [50, 80], our analysis approach generalizes the three opera-
tional primitives behind injection and correlates them by looking
for a high-level workflow that sees congruent memory buffers ma-
nipulated throughout a concatenation of such primitive actions.

This reasoning is the lynchpin of our analysis methodology. By
further defining the minimum set of such operations that suffices
to detect injection behavior, we gain a more comprehensive view
of the phenomenon and improve detection.

Like most dynamic malware analysis efforts, including recent
proposals in this subfield [80], our approach relies on the obser-
vation of the sequence of Windows APIs that a program executes
at run time. By reasoning on the occurrence of operations from
specific functional classes and on their temporal (i.e., order) and
spatial (i.e., memory) relationships, we identify injection patterns
from heterogeneous techniques and their implementation variants.

Data capturing is an important component of our investiga-
tion. Depending on the features of the injection technique and the
choices of the malware author, each operation primitive may be
instantiated using different Windows APIs, which inevitably adds
complexity (and increases the risk of missing relevant operations)
when tracing. To manage this variability, we build functionally
equivalent classes of APIs to realize each primitive action, encom-
passing both high-level and Native (i.e., Nt system calls in Windows

Figure 1: Architecture of the analysis framework.

terminology) APIs. For instance, to allocate memory in the address
space of another process, we consider VirtualAllocEx (and its
variants) and NtAllocateVirtualMemory. During execution, we
only need to track argument and return values of these functions,
without resorting to more expensive means like memory dump
analysis or taint tracking explored in other efforts.

Additionally, analyzing the activities of a single process may not
suffice to comprehensively characterize an injection attack. Sophis-
ticated malware may perform multi-level injections to fragment
the attack, possibly to further evade detection and fingerprinting.
We observe that 2.0% of injecting samples in our evaluation enact a
recursive injection chain, where the sample initially infects a target
process that, in turn, injects another victim. Therefore, we extend
the monitoring instrumentation to other processes, specifically to
the execution flows orchestrated in them by the original process
undergoing analysis or, recursively, by its byproducts.

Figure 1 depicts the operation of our methodology as we imple-
ment it, and we detail the individual steps in the coming sections.

3.2 Main Challenges
Accurately detecting process injection requires addressing several
critical aspects that, if mishandled, can result in poor detection out-
comes. We introduce below the three main challenges we encoun-
tered when developing our method and the strategies we employed
to overcome them: recognizing distinctive features, discarding false
positives, and analyzing temporal relationships between operations.
The remainder of the section will then expand on each challenge.

Execution monitoring-based detection involves making effective
use of observedWindows API calls. While we tame implementation
diversity by reasoning on classes of actions, adversaries may still
come up with unanticipated ways to implement one operation, or
the instrumentation of specific actions may be prone to incomplete-
ness issues. Therefore, we identify a strategy that focuses on the
minimal set of core operations to observe, which is sufficient to
deem the presence of an injection attack. Then, we use any further
available information to accurately classify the technique in use.

To address the risk of false positives, we build on insights from [80]
by closely examining what memory areas within the victim process
are touched by each monitored action and considering only those
that operate on congruent address ranges. This lets us effectively
discriminate the usage of such APIs between goodware and the in-
jection machinery from malware, as only with the latter we observe
(a minimal set of said) operations that insist on the same objects.

Finally, as malware may orchestrate the actions required for in-
jection using multiple concurrent execution flows [80], we examine
the sequence and timing of operations to validate their semantic
consistency. Incidentally, this task is also key to understanding in
greater depth the inner workings of a sample’s strategy.
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Distinctive features. A textbook process injection implementa-
tion would noticeably execute the three fundamental steps we
described, possibly with the customary APIs documented for it.
With real-world malware and the heterogeneity that characterizes
it, the picture may become at times arguably more complex.

The first issue is implementation diversity: malware writers tend
to use different, functionally equivalent APIs for one step, looking
for gaps in what security products monitor or simply to hinder
fingerprinting. In other cases, they adapt APIs outside their canoni-
cal usage to achieve an equivalent effect (for example, with atom
tables and transacted files) for one step. Therefore, a strategy that
looks for the occurrence of all three steps in the execution makes
the detection method vulnerable to adversaries that successfully
conceal one step by doing it in an unanticipated way.

Additionally, in some cases, an operation may be difficult to
identify or two conceptually distinct steps may be realized at once.
As examples, memory allocation may be implicit if targeting pre-
allocated memory, or the allocation and writing could be carried
out simultaneously, for instance leveraging the code sharing mech-
anism that Windows enables through memory section objects [34].

As a result, for any of the reasons above, a process injection
schema may reveal fewer distinct steps in the execution than ex-
pected. However, through the analysis of various techniques (and a
validation of the insight over goodware), we came to the conclusion
that the presence of at least two out of the three operational steps is
sufficient to indicate the presence of an injection behavior.

We thus devise an event analysis that identifies and correlates
two such operations in order to deem if an injection took place. Any
additional information present in the recorded events remains help-
ful to gain insights on the malware writers’ choices. This analysis
choice preserves efficacy: that is, it cannot introduce false negatives
for the techniques we analyze. Additionally, it holds practical value,
as we found that for 19.9% of samples doing injection we could
witness only two of the three primitive events.

Let us discuss an exemplary scenario, depicted in Figure 2, that
we distilled from a sample from the neurevt malware family. The
sample creates a victim process in a suspended state and unmaps
memory from its address space using NtUnmapViewOfSection.

These are typical traits of the Process Hollowing technique. How-
ever, instead of a textbook allocation of one ormorememory buffers,
it creates a new section with NtCreateSection to share parts of its
memory with the victim process. As a writing operation, the mal-
ware resorts to NtMapViewOfSection twice: once locally to make
the section point to the malicious code, and once remotely for the
unmapped memory in the target process. At the end of this step,
the target’s memory is filled with the desired malicious code.

Finally, the malware resumes program execution by running
code from themapped view in the victim, using SetThreadContext
and ResumeThread [66]. Notably, by mapping views, the malware
bypasses the need to explicitly allocate memory pages, which some
security tools might miss. In this case, our method treats remote
section mapping as a write operation since it directly transfers code
to the victim in one step. In summary, the overall workflow for this
code consists of just two operations: writing and execution.

The methodology we propose is designed to capture these nu-
anced behaviors, enabling us to detect process injection even when

Figure 2: API call trace of a sample using Process Hollowing
where only the write and execute primitives are observed.
Address 0x2000 represents where the allocatedmemory starts
and also where the injected payload’s entry point resides.

traditional detection methods fall short. This benefit became partic-
ularly apparent for Process Hollowing, as through our evaluation
we establish how its manifestation differs from the prior understand-
ing in the state of the art [80]. Furthermore, as we compared our
results with VirusTotal behavioral reports, even popular sandboxes
struggled to recognize process injection in similar cases.

We noticed that, when modeling code injection with behavior
graphs, Starink et al. [80] assume a fixed set of operations to reach
the final accepting state for each technique. This makes their sys-
tem less effective at handling cases with fewer exercised primitives.
Their detection approach also relies on additional information, such
as APIs related to opening process or thread handles associated with
the victim process. While necessary for executing process injection,
this information can be acquired more stealthily by malware, po-
tentially causing the analysis to fail. As a result, their method may
lead to inaccurate analyses due to false negatives.

Once an injection attempt is detected, our system differentiates
between techniques using distinctive APIs, with operational pat-
terns serving as secondary identifiers to resolve any ambiguities.
For example, in the Process Hollowing case shown in Figure 2, the
technique is classified based on the creation of a suspended vic-
tim process. When distinctive APIs are unavailable or too general,
the core operations themselves allow us to distinguish between
techniques. For instance, analyzing features of memory allocation
and writing operations can reveal key differences. In the case of
Shellcode Injection, the payload written into the victim process
exhibits different characteristics compared to the otherwise very
similar PE Injection, which can be identified by the (larger) size of
the payload or the higher number of write operations (e.g., one per
section). This approach allows us to detect subtle distinctions by
closely examining the specific details of each technique.

Relevant operations. A design aspect to take into account for
accurately detecting process injection is that many Windows APIs
used for it are also commonly employed for legitimate purposes
by programs and, in turn, by the Windows DLLs they rely on. For
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example, Windows allows processes to write to each other’s mem-
ory to support valid functionalities such as debugging, application
interoperability (e.g., atom tables), and system monitoring. There-
fore, API call traces from a program execution may include many
occurrences of these APIs that turn out to be unrelated to injection
attempts, and an analysis like our should discard them without
affecting its ability to identify true injection attempts.

Our approach hinges on the principle that injection operations
consistently operate on congruent memory areas, a concept previ-
ously introduced by Starink et al. [80]. During API trace analysis,
we carefully examine the involved memory regions in the virtual ad-
dress space of the target process, ensuring that different operations
occur within the same locations. For instance, if a memory region is
allocated in the address range [𝛼, 𝛼 + 𝛽], malware must both write
its custom code within that interval and initiate execution from
there to successfully perform an injection.

Noisy background activity can present challenges as well. Con-
sider the execution flow of a sample from the sality malware family,
shown in Figure 3. This sample performs numerous operations that
could potentially mislead the analysis by generating false positives
across several memory regions. In this example, we have already
filtered out operations performed on processes other than the actual
victim, as including these (without discriminating them by target
process identity) could offer further room for false positives. By ac-
curately intersecting the memory ranges involved through interval
lookup, our methodology effectively differentiates valid, completed
injection attempts during execution. Additionally, our interval anal-
ysis is designed to cover multiple processes, enabling the detection
of several injection attempts targeting different victims.

While Windows provides several functionally similar APIs for
disparate tasks, we observe that the functions responsible for these
operations form a finite set. Furthermore, even if attackers devise
new strategies over time, these will inevitably revolve around (or
can conceptually be mapped to) the three core steps that prior liter-
ature established for injection. While implementation limitations or
newly identified APIs maymake us miss one step, we discussed how
our approach mitigates the risks of false negatives by relying on
the occurrence of just two of the three steps. This premise reduces
the element of surprise for analysts, ensuring that our methodology
remains effective in detecting and countering evolving threats.

Temporal correlations. When analyzing execution traces, due to
the frequent presence of multiple execution flows in a process, it
is essential to consider the time dimension to verify whether a
candidate sequence truly represents an injection. Our methodology
addresses this by examining the temporal relationships between
operations, ensuring they occur in a logical and coherent order. We
impose constraints on the primitives involved in process injection,
recognizing that memory allocation generally precedes writing,
which is followed by code execution. Even when these steps overlap
or combine, we preserve the integrity of the logical flow bymapping
these complexities into corresponding sub-schemes for validation.

Moreover, some injection techniques involve additional opera-
tions that may occur out of the canonical order but are helpful for
identifying the specific technique. For example, in DLL Injection
from Disk, the resolution of the LoadLibrary function’s address
(which serves as the entry point for the execution unit) can happen

at various stages, but necessarily before execution. To handle this
variability, we modeled constraints focusing on the essential set
of operations, allowing for a degree of flexibility in their sequence.
This approach effectively captures all potential permutations of
API calls within execution traces, accounting for the specific varia-
tions of different injection techniques. By doing so, we enhance our
ability to detect suspicious behavior while maintaining accuracy in
identifying process injection attempts.

3.3 Implementation
To evaluate our approach and gather insights about how threat
actors resort to process injection when writing malware, we de-
veloped an automated dynamic analysis system for detecting and
dissecting process injection behaviors. Detection involves identify-
ing the presence of process injection attempts; then, an accurate
classification of the technique(s) used by the authors follows.

A malware sample conducts each step by resorting to one or
more Windows API calls, and these events are within the reach
of standard means for API interposition in security solutions. As
anticipated, we are interested in tracking APIs in use to one or more
injection techniques, and in typical variants (e.g., Ex) of such APIs.

We implement detection routines by instrumenting the target
executable at run-time. Furthermore, since malware often employs
evasion techniques to recognize analysis systems, leading to incom-
plete or misleading investigations [56], we build on off-the-shelf
anti-evasion mechanisms [29] to pursue a more thorough analysis.

The architecture of our system comprises twomodules (Figure 1):
(1) a dynamic analysis module that executes samples in a con-

trolled environment and captures execution traces;
(2) an analysis module that interprets the dynamic analysis

traces, identifying and classifying injection behaviors.

Monitoring module. The approach presented in the past sections
can be integrated into any dynamic analysis system that inter-
cepts API calls. For this study, we used BluePill [29], an extensible
framework for dynamic analysis of possibly evasive malware, imple-
mented atop the dynamic binary instrumentation (DBI) of Pin [55].

We chose BluePill for its ability in neutralizing many known
evasion techniques commonly deployed against automated analysis
tools. Its ease of customizability allowed us to interpose on Win-
dows APIs associated with different process injection techniques.

We instrumented APIs related to process and memory manip-
ulation for injecting code from one process to another, which, as
explained before, are sufficient for detection. Additionally, we in-
cluded APIs that handle registry keys, windowmemory, hook proce-
dures, and TxF activity to improve our ability to identify the specific
technique in use. In total, we track 74 APIs (101 if we consider A/W
version distinctions) that are of interest to process injection tech-
niques. In Appendix B, we provide a list of the APIs associated with
the three operation primitives, and refer to the implementation
for brevity for the others. We added hooks to BluePill to intercept
functions at both the library and system call levels, redirecting them
to custom procedures that capture call argument values.

We then extended the run-time tracking to cover the hierarchy
of relevant processes, from the initial one running the sample to any
external processes (whether already running or newly created) into
which code is injected at run-time. To this end, we configure Pin
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Figure 3: API call trace of a sample withmisleading activities on the victim process (for brevity, we stripped operations involving
other third processes). The allocation at 0xA123 and the write at 0x5c000 are not congruent by range with any other operation.

(-follow_execv) to extend its instrumentation to child processes
and remote threads if the monitored sample creates one.

To improve the accuracy of our analysis, we included a mech-
anism to filter out noise from internal calls [31] within Windows
components that do not provide valuable insights. Following the
approach in [31], we defined a call as relevant only if it originates
from the code under analysis and eventually returns to it. Accord-
ingly, we employed a binary interval tree structure, populated with
the code section ranges of legitimate Windows DLLs as they are
loaded and unloaded. If the return address of an API call falls within
one of these intervals, we discard the information as irrelevant.

We acknowledge a residual risk of false negatives from filtering
internal calls in two cases. In one, the attacker hijacks the control-
flow within a Windows DLL API to malware code: such an attack
may be highly constrained in practice, as it requires knowing the
DLL version in use at the victim, a vulnerability in it, and possibly
bypassing the Control Flow Guard mitigation of Windows DLLs. In
the other, the attacker sets as return address a gadget in DLL code
that returns to malware code: this can be countered by verifying
the legitimacy of the return address at API call or return time.

Albeit far from perfect in terms of transparency, DBI techniques
offers a sweet spot for implementing dynamic analysis tools, pro-
viding fine-grained analysis of malware behaviors while enabling
implementation opportunities for incorporating anti-evasion strate-
gies to counter known evasions. Other recent works in malware
analysis have similarly employed DBI [19, 28], even for large-scale
studies of evasive malware. As mentioned before, attempting to ad-
dress evasive behavior is necessary to mitigate the risks of missing
injection behaviors from samples that, for example, exhibit benign
behavior once they recognize an analysis environment [19, 56].

To estimate the impact of evasions, we implemented the same
analysis procedures on top of Microsoft Detours [25], a library for
dynamically intercepting arbitrary Win32 binary functions and
adding instrumentation. While Detours offers a lightweight and
reliable tracing mechanism, it uses conspicuous trampolines for
API hooking and, unlike BluePill, does not come with provisions for
evasions targeting virtual environments or delays from the analysis.
These characteristics make this baseline implementation in Detours
a helpful tool for ablation studies on the impact of evasions.

Analysis module. This component processes the data collected
by the monitoring module to identify specific process injection
techniques and classify malicious attempts. We group APIs in equiv-
alence classes based on their operation types, abstracting imple-
mentation differences from APIs able to complete a given task. For
example, memory may be written to by using a byte copying API,
mapping a section to memory, writing to the Atom table, or asking

Windows to explicitly load a module. Appendix B lists APIs in the
equivalence classes for the three core operational primitives.

We then proceed with correlating memory allocation, writing,
and execution operations in the call trace. Our matching mecha-
nism employs interval lookup operations to check the congruence
of memory ranges among operations. For correlation, we consider
the identity of the victim process (using its process identifier) and
the referenced objects. We further verify if all core operations (i.e.,
allocation, writing, execution) occur on coherent addresses, as par-
tial matches could be false positives2. As for referenced objects,
whenever an operation involves handle values, we treat them as
an opaque entity already in the monitoring module, looking up
and mapping them to the real object identifier (whereas Starink
et al. [80] attempt to match handle values from logs). This choice
removes potential ambiguity from handle reuse or similar effects.

Next, by comparing temporal relationships between these ac-
tions through their recorded timestamps, we accurately detect the
sequence of injection activities. If a valid sequence of at least two
core steps is found, we run another analysis of the full API call trace
to pinpoint the specific technique(s) in use. This analysis looks for
distinctive APIs associated with a given technique: for example,
with Process Hollowing, the creation of a suspended process.

4 Experiments Setup
This section details the dataset construction process for gathering
insights on on how threat actors use injection techniques and the
setup of the analysis environment for running our experiments.

4.1 Dataset
To build our dataset, we sought samples from two sources: the
VirusTotal Academic dataset [83] made available to researchers
and the Vx Underground Bazaar collection [26]. The VirusTotal
Academic dataset features samples observed by the vendor between
2017 and 2021 and is a popular choice in recent academic works.
However, the vendor stopped updating it after 2021, as confirmed
through private communication. To extend our study with more re-
cent years, we turned to the Bazaar collection, a publicly accessible
repository that is well-regarded among industry practitioners.

Our initial malware dataset consisted of 334,885 PE executables.
To create a more cohesive and meaningful selection, we first sorted
the samples by their first submission date on VirusTotal and dis-
carded Bazaar samples flagged as malicious by less than 15 AV
vendors, following the criterion VirusTotal used for their dataset.
2For example, the analyzer of [80] checks for matching memory addresses only for
allocation and write operations for Process Hollowing and Thread Execution Hijacking.
However, the semantic validity of execution is not guaranteed unless the entry point
is coherently updated in the thread’s context.
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We then deduplicated the samples using their vhash, an in-house
static fingerprint provided by VirusTotal, to cluster a representative
subset from the extensive original dataset. Appendix C discusses
how this choices comes with almost no semantic loss for our study
and removes potential bias from overly represented samples. More-
over, to avoid a similar problem with families, we ensured that no
single malware family occurred for more than 5% of the sample se-
lected for each year, using AVClass [76] to obtain plausible malware
family labels. The final dataset accounts for 56,340 samples.

4.2 Analysis Environment
We deployed our analysis framework on 5 VirtualBox virtual ma-
chines running on a local server with an Intel Xeon E5-2620 v3
CPU @ 2.40 GHz with 24 cores and 64GB RAM. Each VM had 2 GB
of RAM and 4 logic CPUs, running Microsoft Windows 7 for better
compatibility with malware from different years.

To resemble a legitimate target, we followed best practices by
introducing wear-and-tear environmental artifacts typical on real
systems, such as documents, history, and installed programs [58].
Additionally, we included a simulator for common internet services
to enable network traffic for malware samples without having to
grant them internet access. Our analysis manager controls each
VM: specifically, it spawns the VM, send the sample to the in-guest
agent responsible for analysis, and collects the report. After each
execution, we restore the virtual machine to a clean state for the
next analysis using a live snapshot. All these provisions concretely
mitigate the risks of harm from the experimentation.

During preliminary experiments, we tested 26,391 samples (46.8%
of the size of the final dataset) for up to 8 minutes. We observed that
the first injection attempt occurred within 1.5 minutes for 95.2% of
the samples and within 2 minutes for all but 215 samples. These
values are coherent with a recent study [52] that shows how most
malware behaviors are observed during the first two minutes of
execution, with little additional information gained from longer
runs. Also, due to the purpose of process injection, we expect it
to happen in the early stages of the execution, likely after any
potential evasive activity ends. We opted to chose for a 4-minute
execution window for conducting the full study, allowing for a
larger budget to mitigate residual concerns for DBI overheads.

5 Experimental Findings
In this section, we present the results of our experimental analysis,
aiming to answer the following research questions:

RQ1: What are the most common process injection techniques
adopted by modern malware? Does the release of information about
these techniques influence their adoption?

RQ2: Is there a correlation between malware families and the
injection techniques they exploit? Have the injection techniques
adopted by each family evolved over time?

RQ3: May the methodology see downstream uses in security
solutions, and if so with what performance (e.g., false positives)?

5.1 Adoption of Process Injection Techniques
General Trends. We observed injection attempts in 16.5% of the

samples (9,314) executed under our DBI-based monitoring system.
This percentage fluctuates between 10.7% to 29.1% across different

Table 1: Prevalence of injection in the balanced dataset.

Year Samples Injection
2017 5,859 1,321 (22.6%)
2018 14,650 1,800 (12.3%)
2019 9,978 1,181 (11.8%)
2020 5,321 567 (10.7%)
2021 5,042 553 (11.0%)
2022 8,067 2,348 (29.1%)
2023 7,423 1,544 (20.8%)
Total 56,340 9,314 (16.5%)

years (Table 1). As mentioned, our samples come from two collec-
tions: VirusTotal (2017 to 2021) and Bazaar (2022 to 2023). As we
noted appreciable differences in the frequency of observed injection
attempts between the two collections, we tested additional3 8,241
(balanced) samples from the Bazaar collection available for 2021,
so as to have a common temporal ground for comparison. Also
these 2021 Bazaar samples were generally more “active” in terms
of conspicuous activities, including injection attempts (31.6%).

After careful analysis, we concluded that the difference most
likely stems from the different construction methods of the two
datasets. The VirusTotal Academic dataset is a subset of samples
submitted to the VirusTotal portal over an unspecified number of
months within the reference year (with one or two collections avail-
able per year) and that alerted at least 15 antivirus products. Many
of these samples may be second-stage payloads that by nature do
not need to resort to process injection, suspicious files that may
not be malware, or infected installer programs. On the contrary,
the Bazaar collection features on a monthly basis samples collected
and reported as malicious by professionals. These different char-
acteristics make both clearly valuable for general malware studies,
and we believe they are behind the higher frequency of intercepted
injection attempts in the Bazaar samples.

Another interesting aspect relates to malware evasion. Recent
longitudinal studies on this topic [42, 56] suggest a subtle but steady
increase in the prevalence of evasive behaviors over the years. To
assess the impact of these behaviors on our analysis, we tested our
approach using its baseline implementation inMicrosoft Detours on
the balanced collection dating back to 2019, as it is the most recent
year shared between our collection and the two studies cited above.
Our findings revealed that only 6.2% of the samples exhibited their
injecting nature compared to 11.8% detected by the DBI-based im-
plementation. This discrepancy highlights the significant influence
of evasive techniques on malware analysis, suggesting that the ac-
tual number of samples doing process injection could be higher (i.e.,
several samples likely evaded also BluePill), and thereby confirming
the limitations of insights from prior injection-related literature.

Our results largely differ fromwhat Starink et al. observed in [80].
The authors measured an occurrence of injection attempts for 8.3%
of the tested samples in 2017, 13.4% in 2018, 13.6% in 2019, 5.1% in
2020, and 6.1% in 2021. We explain this with multiple factors:

• The authors did not balance the VirusTotal Academic dataset
(whichwas their only dataset), leading to over-representation
of certain families in their statistics;

• Their system does not come with anti-evasion provisions, a
limitation the authors acknowledge and partially mitigate by

3These samples do not concur with the statistics presented in the rest of the paper.
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Table 2: Distribution of process injection techniques in the balanced malware dataset from 2017 to 2023.

Injection Technique 2017 2018 2019 2020 2021 2022 2023 Total
Shellcode Injection 74 (5.6%) 453 (25.2%) 200 (17.0%) 75 (13.2%) 61 (11.0%) 25 (1.1%) 5 (0.3%) 893 (9.6%)
PE Injection 61 (4.6%) 357 (19.8%) 246 (20.8%) 191 (33.7%) 47 (8.5%) 172 (7.3%) 51 (3.3%) 1,125 (12.1%)
DLL Injection from Disk 3 (0.2%) 3 (0.2%) 18 (1.5%) 0 (0.0%) 3 (0.5%) 5 (0.2%) 1 (0.1%) 33 (0.4%)
APC Injection 0 (0.0%) 1 (0.1%) 0 (0.0%) 4 (0.7%) 1 (0.2%) 0 (0.0%) 1 (0.1%) 7 (0.1%)
Process Hollowing 919 (69.6%) 880 (48.9%) 414 (35.1%) 148 (26.1%) 152 (27.5%) 2,104 (89.6%) 1,482 (96.0%) 6,099 (65.5%)
Thread Execution Hijacking 9 (0.7%) 41 (2.3%) 10 (0.9%) 3 (0.5%) 58 (10.5%) 2 (0.1%) 0 (0.0%) 123 (1.3%)
Early Bird 161 (12.2%) 0 (0.0%) 1 (0.1%) 0 (0.0%) 1 (0.2%) 0 (0.0%) 1 (0.1%) 164 (1.8%)
Hook Injection 77 (5.8%) 83 (4.6%) 137 (11.6%) 28 (5.0%) 33 (6.0%) 19 (0.8%) 4 (0.3%) 381 (4.1%)
Atom Bombing 0 (0.0%) 1 (0.1%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 1 (0.0%)
Extra Window Memory Injection 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%)
Process Doppelgänging 0 (0.0%) 1 (0.1%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 0 (0.0%) 1 (0.0%)
Passive Injection 35 (2.7%) 91 (5.1%) 237 (20.1%) 151 (26.6%) 224 (40.5%) 45 (1.9%) 9 (0.6%) 792 (8.5%)

deploying their system atop a virtual machine introspection-
based sandbox (which remains vulnerable, e.g., to timing
attacks to detect VMs or stall analyzers);

• Our methodology is more general and captures more in-
jection patterns, as with the no-unmap variant of Process
Hollowing, which occurs in a significant fraction of samples
exhibiting injection activity.

Due to the generally higher percentages (and the more tech-
niques) we observe, we tend to believe that our study captures
better the varied landscape of process injection. While the attentive
reader would argue that the two datasets are different, we applied
our balancing method (Section 4.1, Appendix C) on their results,
measuring for our study a 95.6% coverage of their dataset, and 64.1%
more samples exhibiting injection behaviors than Starink et al. do.

Beforemoving to the analysis of techniques and trends, we report
on the efficacy of the choice of identifying an injection based on the
observation of just two related primitive events (Section 3.2). For
19.9% of the samples for which we detected an injection, we find
only two of the three primitive events in the execution trace. Within
individual techniques, we observe appreciably higher percentages
for Process Hollowing (36.1%) and PE Injection (29.9%), which we
relate to the technical evolution trends that we discuss next.

Techniques Distribution and Evolution. We measured the occur-
rence of process injection techniques recognized by our method
over the years, with statistics provided in Table 2. Many techniques
were observed throughout the entire study period, suggesting (as
expected) that their first appearance may predate our analysis time-
frame. Analogously, techniques detected near the end of our dataset
(December 2023) are likely to remain in use in the future, indicating
that malware authors will continue to leverage effective methods
while phasing out those that become obsolete for efficacy.

Our data revealed two patterns: certain techniques are markedly
more prevalent than others, and many of these techniques tend to
cluster within specific time periods.

The most frequently exploited techniques are Process Hollowing
(65.5%), PE Injection (12.1%), and Shellcode Injection (9.6%). Process
Hollowing stands out due to its effectiveness in achieving stealth
with relative simplicity, making it a preferred choice for malware
writers. This shows also in how it overcomes in numbers all other
techniques combined in 2017 and 2022, and even more so in 2023.

During our analysis, we uncovered not only longitudinal trends
but also significant vertical evolution within specific techniques.

A notable example is Process Hollowing, where our approach,
focusing on essential operations, exposed implementation variants
that were overlooked by prior studies. In the traditional workflow,
Process Hollowing unmaps memory from the target process, a step
that gives the technique its very name. However, we observed a
shift in attacker behavior: instead of hollowing out the original
executable, attackers modify the victim’s address space directly.
That is, they allocate a new memory region at a system-assigned
address and write the malicious code there, leaving the original
memory unmodified. This no-unmap variant, though occasionally
mentioned in security blogs in 2016 [1] and 2022 [22], shows in
our tests as significantly used as early as 2017 (36.0%), and by the
following year it had surpassed the classic version in prevalence.

Our interpretation is that authors now prefer to feature reloca-
tion machinery to accommodate the payload within the remote ad-
dresses assigned randomly by Windows, rather than requesting the
allocation at a fixed based address once the address space has been
hollowed out. While relocation itself is not technically challenging,
it significantly enhances stealth. In more detail, this no-unmap vari-
ant avoids conspicuous API calls like NtUnmapViewOfSection, and
leaves fewer detectable memory artifacts, making it harder for se-
curity solutions to identify anomalies when checking the integrity
of loaded code modules. This evolution highlights why Process
Hollowing remains popular among malware authors—its versatil-
ity and adaptability have given rise to new variants, complicating
detection and analysis efforts for security professionals.

While Process Hollowing occurrences have increased over the
years, we observed other techniques less frequently. We underline
that the choice of injecting more structured payloads (as it is the
case with Process Hollowing) is also reflected by the prevalence
of PE injection over simpler shellcode, a shift we believe possibly
influenced by the abundance of white papers detailing capable and
advanced injection techniques [45, 62, 69].

Most techniques exhibit peak usage within specific, brief periods,
likely driven by active malware campaigns where cybercriminals
test new tactics. For example, the Early Bird technique saw signifi-
cant use in 2017, accounting for 12.0% of the samples, but sharply
disappeared in subsequent years. Various sources indicate that Early
Bird gained interest around 2018, as shown by the availability of
security blog posts [27, 65, 73]. This suggests attackers may have
leveraged this technique in earlier campaigns when it was novel
and harder to detect. As it became more widely known, vendors
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Table 3: Top 20 families in the dataset. # indicates the number
of samples, Date refers to the first appearance (in the dataset)
of a sample from that family, First Injection refers to the first
appearance of a sample from that family with recorded injec-
tion activity, # Injection is the number of samples employing
process injection, # Techniques represents the maximum
number of techniques a sample from that family used.

Family # Date First Injection # Injection # Tech.
virlock 1,657 2017 2018 25 (1.5%) 2
upatre 1,288 2017 2017 10 (0.8%) 1
virut 1,278 2017 2017 84 (6.6%) 2
sality 1,203 2017 2017 436 (36.2%) 4
vobfus 901 2017 2017 45 (5.0%) 1
bladabindi 771 2017 2017 34 (4.4%) 2
dealply 757 2017 - 0 (0.0%) 0
reline 723 2021 2022 718 (99.3%) 1
stop 722 2021 2021 466 (64.5%) 1
ramnit 649 2017 2017 329 (50.7%) 2
mokes 641 2019 2019 152 (23.7%) 1
allaple 603 2017 - 0 (0.0%) 0
zard 600 2018 2022 75 (12.5%) 1
ursu 570 2017 2017 49 (8.6%) 2
sfone 513 2017 - 0 (0.0%) 0
gamarue 472 2017 2017 166 (35.2%) 3
zbot 471 2017 2017 133 (28.2%) 1
tofsee 470 2017 2017 30 (6.4%) 1
strab 470 2022 2022 148 (31.5%) 1
gandcrab 469 2018 2018 25 (5.3%) 2

likely developed patches, leading to its reduced usage. This dynamic
may also explain the near disappearance of APC Injection, which,
as an early technique exploiting asynchronous procedure calls in
victim threads, was well-known and easily detected by AV tools
since its identification in 2018 or earlier [47].

Passive injection techniques that manipulate system registry
keys showed their peak in activity between 2019 and 2021. This
cluster aligns with the findings of Starink et al. [80], although they
noted a rising adoption rate. This period also coincided with the
COVID-19 pandemic, during which the number of cyberattacks
and threats grew exponentially, prompting attackers to explore
alternative methods for executing malicious code [44, 57].

Another textbook technique, DLL injection from Disk, appears
less popular among malware authors, likely because modern secu-
rity systems can easily detect this approach. However, the loading
of a malicious DLL can still be accomplished in other ways, as with
Reflective DLL injection (we model it under PE Injection). Anal-
ogously, we observed a small percentage of samples performing
Hook Injection, suggesting a shift toward strategies like fileless
techniques that avoid obvious artifacts that may trigger AV alerts.

Finally, we noticed that techniques like Atom Bombing and Pro-
cess Doppelgänging appeared rarely, with instances recorded only
once in 2018. Similarly, we found no cases of ExtraWindowMemory
Injection. While practitioners have published PoC implementations
of these techniques [24, 43, 71], our tests confirmed they can be
exploited in real-world attacks and detected using our methodology.

Frequency of Use and Target Processes. Another interesting metric
is the number of injection techniques employed by each sample.
The percentages for single years shown in Table 2 do not sum to
100% because some samples use multiple techniques. Specifically,
96.8% of samples employed a single technique, 3.0% used two, and

the remaining 0.2% utilized up to three different techniques. When
multiple techniques are used, authors often diversify choices.

Malware may then attempt to inject multiple processes before
succeeding. Our observations reveal that 85.2% of samples executed
a single injection sequence, 5.1% attempted two, 1.2% carried out
three, and the remaining cases involved four or more, with some
failure cases looping over all running processes. These patterns
suggest that malware authors typically prefer to rely on a single
injection technique, targeting a limited set of processes to minimize
system disruption and maximize the chances of a successful attack.

The most frequently targeted processes are those with high trust
levels or commonly executed by the system. For simpler techniques
like Shellcode and PE injection, 83.2% of attacks target existing
processes rather than creating new ones. The most common targets
picked in our tests are svchost.exe (48.3%) and explorer.exe (33.2%),
with other popular user applications like notepad.exe also targeted
in smaller percentages. With these injection techniques, we observe
no particular victim preference when the sample starts it.

Process Hollowing sees instead by construction the creation of a
victim process in suspended state: therefore, identifying its typical
targets can offer interesting insights. In 28.6% of cases, the most
commonly targeted processes are native ones, including svchost.exe
and taskhost.exe that run in the background (and in multiple in-
stances with svchost.exe) of Windows installations.

More interestingly, in 45.3% of cases, malware spawns a copy of
itself in suspended state, solely for injection. We ran this finding
with a senior malware analyst and a plausible explanation is it
being a flavor of defense evasion. Specifically, the code the sample
injects may evade the scrutiny of the AV/EDR’s code and run-time
analyses (unlike if running such code itself), and writing to the
memory of a child process is easier than with an unrelated victim
because the sample already holds a handle to it (and opening a
process with memory write privileges is a conspicuous action).

RQ1. Process injection is a relevant phenomenon for modern
malware and shows quite a dynamic nature. In our analysis, 16.5%
of the samples employed at least one injection technique, with
Process Hollowing and PE Injection as the most common choices.
Malware authors tend to adopt techniques in clustered periods,
possibly influenced by the latest findings within the community.

5.2 Families and Process Injection Techniques
As a next investigation, we looked for correlations betweenmalware
families and their use of process injection to gain insights into how
these behaviors may have evolved over time.

Prevalence of Techniques in Families. Our dataset contains sam-
ples from 2,667 malware families, with 576 (21.6%) containing at
least one sample that adopts an injection technique. The dataset
includes also 7,219 samples (12.8%) not classified under any family
by AVClass, hence we leave them out from the analysis below.

Table 3 provides details on process injection across the top 20
most prevalent families. Notably, the year a family first appears in
the dataset does not always coincide with when it started using
injection. For example, the virlock, the reline, and the zard families
initially did not employ injection but later adopted it as part of their
strategies. Additionally, the more numerous families (column #)
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Table 4: Injection techniques observed in the top families
ranked by size (SC: Shellcode Injection, PE: PE Injection, PH:
Process Hollowing, HK: Hook Injection, APC: APC Injection,
TH: Thread Execution Hijacking, EB: Early Bird, P: Passive
Injection, -: No samples available for that year).

Family 2017 2018 2019 2020 2021 2022 2023
virlock PE PE,HK PE PE PE PE,PH
upatre PH PH,P PH PE,PH
virut SC,PH,P SC,PE,PH,HK SC PH
sality SC,PE SC,PE,PH,P SC,PE,PH SC,PE SC,PE SC,PE,HK,P SC,PH
vobfus PH PH SC,PE,PH PH PH PH
bladabindi PH,HK DLL,PE,PH PH PH,HK PH,HK PH
reline - - - - SC,PE,PH PH
stop - - - - PH PE,PH PE,PH
ramnit PE,PH PE,PH,APC SC,PE,PH,HK PE,APC PE PE -
mokes - - PH SC,PH PH
zard - PE,PH PE,PH
ursu PH,EB SC,PH,TH PH PH PH -
gamarue DLL,PE,PH PE,PH PH SC,PE,PH PE,PH SC,PE,PH SC,PH
zbot SC,PE,PH,EB SC,PE,PH PE,PH PE,PH SC,PE,PH PH
tofsee PH PH PE,PH PH
strab - - - - - PE,PH PH
gandcrab - SC,PH,TH

are not those with the highest frequency of injection activity. The
reline family, designed to steal user account information, stands
out with 99.3% of its samples using injection, followed by the stop
family at 64.5%. However, this high usage rate does not necessarily
pair with the diversity of techniques employed. For instance, while
both the ramnit and bladabindi families utilize up to two different
techniques, their injection activity rates vary significantly.

Usage Consistency. We then investigated whether malware fami-
lies make consistent use of process injection over time.

Among families with multiple samples exhibiting injection ac-
tivity, only 39 out of 482 (8.1%) consistently used injection across
all samples. In most cases, the rate of injection usage varies signifi-
cantly within a family, suggesting that if one sample performs an
injection technique, it is not so likely that all samples in that family
will. This seems to contrast with the results of Starink et al. [80].

When examining malware families that perform injection over
multiple years, we found that only 20.6% of families consistently
manifest injection behavior each year they appear in the dataset.
We believe this indicates that malware families often change their
attack strategies over time in response to evolving defenses. Table 4
details how the behaviors of the most prevalent malware families
from the dataset have evolved in recent years. For instance, the
tofsee family employed injection in its first two years in the dataset,
ceased using it for a period, and later resumed this technique.

Selection Consistency. Given that samples from the samemalware
family often exhibit similar malicious behavioral traits, a hypothesis
worth exploring was that the set of injection techniques used may
correlate with specific families. To test this hypothesis, we evaluated
the correlation of injection techniques employed by samples within
each family, focusing on those with recorded injection activity over
at least two years. We excluded single-year families to reduce noise
and enhance pattern identification.

We calculated the intersection of injection techniques across
samples within each family. Our analysis showed that for 138 of 251
(55.0%) families exhibiting injection behavior over multiple years,
at least one technique remained consistent in all samples. However,
the remaining families manifested different trends over time, either

shifting between affine techniques (e.g., PE injection and Process
Hollowing) or adopting completely different ones. Also this finding
seems to support our hypothesis that, as security defenses evolve,
malware families may adapt their injection techniques to achieve
their objectives and maintain effectiveness.

Finally, Table 4 shows how families that initially used PE In-
jection later transitioned to Process Hollowing. This shift likely
occurred because Process Hollowing, evolving over time, may have
been perceived as a more robust variant of the simpler techniques,
especially for injecting whole malicious executables. As pointed
out already by Starink et al. [80], the choice of injection technique
alone appears insufficient for identifying a malware family.

RQ2. Within a malware family that uses process injection, it
is very likely to encounter both samples using injection tech-
niques and samples that (in our executions) do not. A significant
number of malware families consistently use the same injection
techniques, while others adapt to current trends. This variability
suggests that relying solely on the choice of specific techniques
is insufficient for accurately identifying malware families.

5.3 Feasibility of Downstream Uses
The experiments discussed until now focused on the value of our
methodology for gaining deeper understanding of the dynamics of
process injection, as in a longitudinal study fashion. An orthogonal
dimension that we evaluate next concerns its potential downstream
uses: specifically, if it may be integrated in existing solutions to
more effectively counter and respond to malware techniques.

The first aspect we examine is whether our methodology can
incur false positives, which is of paramount importance with non-
malicious software in downstream uses. Due to space limitations,
we describe in Appendix D the approach and results for the study,
and report here the main insight. With the notable exception of the
process management strategies of modern browsers (which also
anti-virus products need to recognize and allow), our tests suggest
false positives are unlikely with goodware. This is because injection
activities involve specific interactions with memory regions, and
legitimate software is unlikely to perform such activities in the
ways that malware does. Therefore, we find that false positives
would not be a hurdle for downstream integration of our method.

We thus move to a case study for the feasibility of integration.We
explore whether our method could improve the results of popular
closed and open-source tools already with provisions for process
injection, comparing the results from our main study with theirs.

For closed solutions, we relied on the VirusTotal Academic API
to access behavioral reports from sandboxes and other malware
scanners available on the platform. At the time of the writing, Virus-
Total did not provide behavioral analysis for 2.8% of the samples,
which we therefore excluded from the comparison. We note that
2,172 samples detected by our approach (24.0%) were not tagged
for injection activity by commercial tools. Notably, 29.4% of these
samples were flagged by our method by witnessing only two core
operations (i.e., not all three) in the execution traces. We find this a
strong indicator of the potential practical value of our methodology.

For open-source solutions, we evaluated reports from the Config
And Payload Extraction (CAPE) sandbox [74], which derives from
Cuckoo [75] and uses the malfind [41] Volatility plugin to detect
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injected code and several anti-evasion provisions. While VirusTo-
tal sometimes identifies specific techniques based on the MITRE
ATT&CK framework, CAPE primarily focuses on detailed memory-
related insights during execution. Despite malfind aids in detecting
suspicious memory regions, it can still miss injection instances. Af-
ter excluding 59 samples apparently too large for CAPE to handle,
1,694 samples (18.3%) flagged by our approach were not recognized
as injection cases by CAPE, and for 13.7% of these samples our
system witnessed only two core actions in the execution trace.

These results expose gaps in publicly available sandboxes and
tools that are well-regarded among practitioners, with an average of
21.2% samples doing injection activities that result into false nega-
tives. We believe integrating our analysis techniques into these sys-
tems would be straightforward, as many already hook a significant
fraction of the APIs required for our monitoring. Moving forward,
both existing tools and future research efforts may want to consider
deconstructing the injection process into smaller, more granular
components, as proposed in our methodology. This approach could
help defense architects reduce false negatives, improve detection
of malicious activities, and contribute to the development of more
robust malware analysis systems for the security community.

To conclude the investigation, we also estimate the run-time
overhead our approach adds atop a monitoring solution, which
would be particularly relevant for integrating our method in secu-
rity products for online detection (e.g., AVs and EDRs). We repro-
duce the experimental setup of recent literature on API call tracing
in security applications [31], opting for a worst-case analysis sce-
nario on a collection of call-intensive benchmarks. We use theWine
conformance tests and the workloads used in [31] for 12 popular
DLLs, as they exercise in their code a large deal of APIs relevant to
both goodware and malware, including operations used in process
injection machinery. For measuring the overhead specific to our
analysis, we compared the running time of our system against a
baseline DBI tool configured with the same hooks but without anal-
ysis code for the calls. The baseline tool embodies the operation
of a security solution that witnesses the invocation of the APIs of
interest (these are relevant for general malware detection tasks and
must be tracked anyway) without processing them. This compari-
son ensured that any measured overhead was solely attributable to
the added instrumentation logic for detecting injection. The out-
comes of the tests show an average overhead of 1.35% (Appendix E),
which speaks in favor of the practicality of our methodology and
may also be reduced through an optimized implementation.

RQ3. Our methodology may enhance process injection detection
in existing malware analysis solutions, which missed 21.2% of
the samples identified in our tests. The community should priori-
tize developing new, principled approaches to better understand
instances of process injection in real-world malware.

6 Discussion and Concluding Remarks
In this paper, we explored the elusive nature of process injection
in Windows malware, drawing key insights into its adoption over
seven years (2017-2023). In spite of the variety of process injection
techniques and implementation alternatives within techniques, our
approach was able to analyze them by focusing on the minimal set
of core operations sufficient to detect an injection attack.

From a longitudinal perspective, our findings indicate that pro-
cess injection remains an impactful and favored attack vector for
adversaries to bypass defenses. We observed a trend towards in-
creasingly evolved, stealth-enhancing methods. This evolution un-
derscores the need for future detection solutions to capture the
fundamental properties of process injection in order to be able to
quickly adapt to new developments. Moreover, our results suggest
that threat actor strategies may have shifted in reaction to what the
white-hat community discovered about the attack vectors in use.

The continued popularity of process injection likely stems from
its proven effectiveness, despite being a well-known problem in the
security community for over two decades. As the technique exploits
legitimate operations made available for benign programs, security
vendors have to exercise caution when blocking these operations
due to the risks of interfering with and possibly breaking normal
system functionality. However, in our goodware experiments, we
have seen how our approach is not keen to false positives, as it
deems such operations relevant for injection only under specific
operating conditions (by spatial and temporal congruence).

The statistics from our study can serve only as a lower bound
to estimate the prevalence of process injection in the wild. A com-
mon challenge in malware studies is the lack of an ideal analysis
environment that is fully transparent and able to cope with other
environmental dependencies of malware, such as trigger-based be-
havior (e.g., user interaction) or targeting (e.g., specific programs
or files expected at the victim’s). Our comparative findings be-
tween the BluePill and Detours-based implementations show that
incorporating off-the-shelf anti-evasion measures can expose sig-
nificantly more injection activity. We remark that one advantage
of our analysis method is its simplicity, which makes it amenable
to straightforward integration in other monitoring technologies.

Our findings revealed more activity compared to prior studies.
By moving away from strict patterns and implementation-specific
rules, we were able to capture more implementation variants of
each technique. In the case of Process Hollowing, the most frequent
technique in our observations, we underline that nearly half of the
occurrences relate to the no-unmap variant that prior work missed.
This improvement overcomes a key limitation of the methodology
behind the study of Starink et al. [80]. Also, our work reveals in-
sights on the evolution of techniques and the apparent choices of
threat actors that were not available in any prior studies.

Finally, our methodology may be beneficial for improving mal-
ware detection and analysis systems. Our evaluation shows that,
despite relying on resource-intensive techniques to detect and dump
injected payloads, popular sandboxes missed about one fifth of the
samples for which our lightweight approach succeeded in detection.

Hoping to stimulate further research and new studies, we release
the source code, dataset, and experimental materials from this paper.
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A Representative Process Injection Techniques
For our research, we reviewed a variety of process injection tech-
niques and implementations discussed in the literature referenced in
Section 2. Our goal was to define a comprehensive set of techniques
observed in real-world scenarios, providing a solid foundation for a
thorough and effective study of the process injection phenomenon.

Although Starink et al. [80] systematized 17 process injection
techniques, some share similar underlying patterns but differ in
their specific implementations, such as passive injection techniques
that rely on system registry keys. To reduce redundancy and better
align with the MITRE ATT&CK framework, which classifies these
techniques under Event Triggered Execution [4], we grouped them
into a broader category while retaining the ability to distinguish
them at a more granular level. In other cases, we refined their frame-
work to more clearly differentiate between specific techniques, such
as distinguishing PE Injection from simpler Shellcode Injection. We
also included techniques not covered in their review, such as Early
Bird, along with some more exotic methods like Atom Bombing
and Process Dopplegänging.

We remark that while newer techniques recognized by MITRE
ATT&CK and the security community—such as Reflective DLL
Injection [67] and ListPlanting [17]—introduce additional complex-
ities and conjectures beyond basic memory range correlation, they
can still be classified within the framework of the three core opera-
tions that underpin our methodology. These advanced techniques,
along with other emerging methods used by adversaries, generally
fall under broader categories like Shellcode and PE injection, which
serve as the base case for many of these techniques.

As a result, our selection offers a comprehensive framework for
understanding the core concepts of process injection, thereby en-
hancing the potential for effective detection. In total, we identified
12 techniques representative of different injections designs:

Shellcode Injection [64] involves allocating memory within the
virtual address space of the target process, writing shellcode into
this memory, and then executing the malicious code in the context
of the victim process via a new thread.

PE Injection [13] involves allocating memory within the virtual
address space of the target process, writing a whole Portable Exe-
cutable (PE) into this memory, and then executing the malicious
code in the context of the victim process via a new thread.
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DLL Injection from Disk [11] involves allocating memory within
the virtual address space of the target process, writing the path to
a Dynamic-Link Library (DLL) into this memory, and then loading
the DLL by creating a new thread within the target process that
calls the LoadLibrary API. The semantics of this API prescribe
that the requested DLL must be stored on, and thus read from, disk.

APC Injection [10] involves allocating memory within the virtual
address space of the target process, writing the payload into this
memory, and then executing the malicious code by attaching it to
the Asynchronous Procedure Call (APC) queue of a victim thread.
The target thread must be in an alertable state.

Process Hollowing [15] involves creating a new victim process
in a suspended state, (as our findings reveal, optionally) unmap-
ping the original executable code from memory, and replacing it
with malicious code. The process is then resumed, with execution
starting from the entry point of the injected code.

Thread Execution Hijacking [16] involves suspending an existing
thread in the target process, allocating memory within its virtual
address space, and writing the malicious code to this memory. The
thread is then resumed and made to execute the injected code.

Early Bird [65] involves creating a new victim process in a sus-
pended state, allocating memory within its address space, and writ-
ing the malicious code to this memory. The code is then attached to
the APC queue of a victim thread, and the thread is resumed, with
execution starting once the thread is in an alertable state.

Hook Injection [68] involves inserting a hook into the victim
process for processing specific Windows-defined events, causing
the registered callback to trigger the execution of malicious code.
Such code is hosted in a DLL that the sample initially loads in itself,
and the registered hook will eventually make the victim do so, too.

Atom Bombing [72] involves exploiting global atom tables to
write a malicious payload in the virtual address space of the target
process. The injected code is then executed by attaching it to the
APC queue of a victim thread.

Extra Window Memory Injection [12] involves exploiting the
Extra Window Memory (EWM) allocated during window class
registration to execute malicious code in the context of the victim.

Process Doppelgänging [14, 53] involves abusing Windows Trans-
actional NTFS (TxF) [32] to modify the contents of an executable
pre-loading without making visible changes to the file on disk.

Passive Injection involves manipulating specific registry keys to
force other processes to load malicious libraries. This technique
encompasses several sub-techniques, including AppCertDlls [5],
AppInit_Dlls [6], Application Shimming [7], Image File Execution
Options [9], and Component Object Model (COM) Hijacking [8].

B Monitored APIs for Basic Three Operations
We report in Table 5, Table 6, and Table 7 the list of APIs that we
monitor in our implementation and use to identify the three basic
operation steps for an injection attack. For brevity, we refer to the
implementation for details of the additional APIs that we use for
fine-grained characterization of the specific technique in use.

Table 5: Relevant APIs for memory allocation.

API Name Description

VirtualAllocEx Allocates a region of memory within the virtual
address space of the specified process

VirtualAllocExNuma
NtAllocateVirtualMemory

Table 6: Relevant APIs for memory writing.

API Name Description

WriteProcessMemory Writes data to an area of memory in the specified
processNtWriteVirtualMemory

NtMapViewOfSection Maps a view of a section into the virtual address
space of the specified process

LoadLibraryA/W Loads the specified module into the address space
of the calling process (needed in Hook Injection)

LoadLibraryExA/W
LdrLoadDll

GlobalAddAtomA/W Adds a character string to the global atom table
NtAddAtom

Table 7: Relevant APIs for initiating code execution.

API Name Description

CreateRemoteThread
Creates a thread that runs in the virtual address
space of the specified process

CreateRemoteThreadEx
NtCreateThreadEx
RtlCreateUserThread

QueueUserAPC Adds a user-mode Asynchronous Procedure Call
object to the APC queue of the specified thread

NtQueueApcThread
NtQueueApcThreadEx

SetThreadContext Sets the context for the specified thread
NtSetContextThread

combined with
ResumeThread

Resumes the execution of the specified threadNtResumeThread
NtAlertResumeThread

SetWindowsHookExA/W Installs an application-defined hook procedure for
certain types of events

SetWindowLongA/W Sets a value at the specified offset in the extra
window memorySetWindowLongPtrA/W

C Representativity of Malware Dataset
In constructing our malware dataset, our primary goal was to select
a minimal yet representative set of samples from each of the seven
yearly collections, drawn from a large initial pool. To achieve this,
we used VirusTotal’s vhash, a hash computed from each sample’s
content, as the key feature for clustering. The vhash enables for
the rapid identification and grouping of similar files or malware
variants, even when they have been modified or obfuscated [36].

We opted for clustering as it allowed us to analyze a single,
representative sample from each cluster, reducing redundancy and
distribution bias. Although the vhash algorithm remains proprietary
and undocumented, a recent authoritative study [82] has validated
its efficacy as a good feature for clustering malware samples.
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Table 8: Vhash-based clustering details for malware samples performing a process injection attack.

Year Distinct vhash Random vhash 100% Injecting >80% Injecting 100% Same Injection Technique
2017 6,804 100 85 86 100
2018 16,611 100 69 81 98
2019 11,475 100 67 83 98
2020 16,368 91 75 82 90
2021 5,625 100 80 90 94
Total 56,883 491 376 (76.6%) 422 (86.0%) 480 (97.8%)

Table 9: Composition of the dataset filtered by vhash.

Year Total w/o vhash w/ vhash Distinct vhash
2017 26,093 575 25,518 6,804
2018 64,355 3,520 60,835 16,611
2019 59,098 315 58,783 11,475
2020 52,512 97 52,415 16,368
2021 25,176 42 25,134 5,625
2022 59,452 0 59,452 8,555
2023 48,199 0 48,199 8,484
Total 334,885 4,549 330,336 73,922

To evaluate the suitability of vhash as a clustering feature for
malware samples performing process injection attacks (i.e., whether
it would lead us to miss behaviors), we first retrieved the vhash
values for all 334,885 samples in our initial dataset. Among these,
4,549 samples had no vhash value and were excluded from further
analysis. Our investigation revealed that many samples within each
yearly collection shared identical vhash values. To address this,
we selected a single representative sample for each distinct vhash
value, as outlined in Table 9. This process resulted in a final dataset
of 73,922 samples, not accounting for any family balancing.

We further examined injection behaviors within the same yearly
vhash clusters. To facilitate this, we compared our dataset with that
used by Starink et al. [80], whose study is the most recent and com-
prehensive examination of process injection. Their dataset signifi-
cantly overlaps with our VirusTotal samples due to the same source.
However, since they did not attempt to remove near-duplicates and
mitigate distribution bias (e.g., families, Section 4.1), we retrieved
the vhash values of their published samples and mapped them to
our collection, allowing us to reconstruct 95.6% of their dataset.

For a balanced comparison, we randomly selected 990 vhash
values from the datasets intersection, ensuring equal representation
of injecting (positive) and non-injecting (negative) samples. This
resulted in 14,629 corresponding samples for evaluation.

Our analysis revealed consistent injection behaviors within the
same vhash clusters across both categories. Table 8 provides a de-
tailed breakdown of vhash-based clustering for samples performing
process injection according to our methodology. Among the 491
vhash values considered, 76.6% of the clusters exclusively exhib-
ited process injection behavior across all their samples. When we
relaxed this requirement, allowing for the presence of injection
behavior in at least a subset of samples within a vhash cluster, over
86.0% of clusters showed injection behavior in at least 80.0% of their
samples. Overall, our analysis demonstrated a high level of con-
sistency in the injection techniques employed within each vhash
cluster, with 97.8% of clusters exhibiting uniformity in injection
technique choice. This indicates that the vhash feature provides

high precision for clustering the initial dataset according to injec-
tion behaviors, which in turn eased our evaluation on the complete
dataset of 334,885 from the VirusTotal and Bazaar collections.

For the clusters classified as non-injecting (i.e., not performing
a process injection) by our methodology, for all vhashes but two
(0.4%) the non-injecting behavior was confirmed across samples.

D Risks of False Positives in Detection
We conducted two experiments to estimate the likelihood for our
methodology to incur false positives. This aspect is especially per-
tinent as, in our approach, we relax the need for strict pattern
matching present in prior work, especially Starink et al. [80], as it
caused many false negatives when analyzing real-world malware.

While the experiments on the malware dataset let us appreciate
the accuracy of our method when analyzing malware, for studying
the risk of false positives we test it using goodware binaries.

In a first experiment, we follow the methodology used by Starink
et al. [80], collecting 425 executables from the Windows OS build
(C:\Windows\System32) and 97 popular applications shipped in
portable form by Chocolatey, a package manager for Windows [39].
In accordance with recent longitudinal studies on malware behav-
iors [42, 56], we ensured the integrity of the dataset by filtering
out any executables flagged as malicious by at least one antivirus
vendor on VirusTotal. This step removed 55 benign programs ex-
hibiting highly privileged behaviors typically abused by malware:
these programs are debugging, monitoring, and security utilities
for administrators. We were thus left with 467 binaries to analyze.

None of the executables triggered injection alerts, suggesting a
low risk of false positives in everyday use cases with common soft-
ware deployments. As for the debugging, monitoring, and security
utilities filtered out by the VirusTotal scan, we observe that power
users and system administrators are expected to collect them from
trusted sources; also, to the best of our knowledge, AV and EDR
vendors have explicit provisions to recognize popular tools.

However, we find that a residual risk exists with more complex
applications that may legitimately allocate executable memory or
load objects across processes as part of their normal operation.

We thus conducted a second experiment on software with higher
degree of sophistication, testing the 20 programs listed in Table 10.
Some of these programs are intrinsically harder to analyze: for in-
stance, some may manipulate memory in multiple processes for the
sake of displaying contents in a more secure way, using sandboxing
mechanisms and isolation through multi-processing.

In this second experiment, we experienced 3 false positives, all
related to a specific flavor of secure multi-process architecture. In
Chrome and Firefox ESR, components such as the rendering engine
and plugins are arranged into distinct processes. These browsers
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Table 10: Programs for the second goodware experiment.

Category Program
Browsers (3) Chrome, Firefox ESR, Internet Explorer
Editors (3) Notepad++, ONLYOFFICE, Sublime Text
Media (4) Audacity, IrfanView, VLC, Windows Media Player
Microsoft Office (4) Excel, OneNote, PowerPoint, Word
PDF readers (3) Adobe Reader, PDF-XChange Editor, SumatraPDF
Utilities (3) Skype, Zotero, 7-Zip

Table 11: Wine test workload and overhead percentages.

Baseline tool Injection detection
Test Workload Time (s) Time (s) Overhead

kernel32 atom 8.147 8.379 2.85%
advapi32 registry 8.48 8.698 2.57%
user32 edit 14.427 14.645 1.51%
shell32 shellpath 20.415 20.673 1.26%

kernelbase sync 4.383 4.437 1.23%
oleaut32 safearray 5.498 5.563 1.18%
ole32 storage32 33.994 34.391 1.17%
iphlapi default 5.249 5.308 1.12%
ws2_32 protocol 6.804 6.872 1.00%
gdi32 metafile 22.751 22.968 0.95%
crypt32 encode 10.255 10.345 0.88%
wininet internet 20.817 20.923 0.51%

create a suspended copy of themselves, allocate executable memory
in the target process, write to it, and then resume execution. This
method closely matches the operation with Process Hollowing,
with the difference that the browsers resume execution without
modifying the process context for where to resume execution (i.e.,
the process resumes from its original entry point). The same dy-
namics occurred with Skype, as it uses the Electron framework that,
in turn, relies on the Chromium engine that backs also Chrome.

The operation of our method is technically correct in flagging
these three programs, as they map new code just like malware does,
and what is currently missing is a validation step or an allow-list
policy for checking the legitimacy of the resumption point. We
find that this dynamic resembles the challenges AV and EDR ven-
dors face when dealing with suspicious programs: upon executing
conspicuous actions, they start monitoring execution more closely,

and block the program only when sufficient further evidence is
gathered. In the current embodiment of our method, which pri-
marily targets injection analysis in malware, we check for range
congruence when ResumeThread is invoked. As a result, we discard
the logged execution operational primitive as the resumption point
does not fall within the memory allocated and written, but we still
deem an injection due to the other two observed primitives. This
setback could be rectified by factoring in contextual knowledge.

An anecdotal finding from this study is that Microsoft Office
programs, specifically Word in our experiments, can use Hook in-
jection to show the license activation popup to users. Our method
spots a hook injection with wwlib.dll for filtering messages orig-
inating from GUI activity (idhook=-1). We underline that this is
not a false positive, but a textbook execution of a legitimate Win-
dows mechanism, and only the inspection of the DLL contents and
behavior can reveal whether the DLL is malicious (in this case, an
integrity check on contents and source may be sufficient).

Summarizing, from a semantics perspective, injection activities
involve specific interactions with memory regions, and most legiti-
mate software is unlikely to perform such activities, especially in the
way that malware does. Nevertheless, not all code loading activity
is malicious, and programs can employ legitimate features inciden-
tally abused by malware. Incorporating behavioral and contextual
awareness like AVs and EDRs do seems promising to improve the
accuracy of the detection logic; it may even come as a commodity
if the method were to be deployed in such a security solution.

E Detailed Figures for Overhead Experiments
In Section 5.3, we discussed the overhead introduced by our mon-
itoring system compared to a baseline DBI monitoring system.
Table 11 provides the workload details (chosen as in [31]) for each
test along with the corresponding execution time values.

As shown, the highest slowdowns occur in the kernel32 and
advapi32 tests, as these DLLs make heavier use of key instru-
mented APIs (especially for allocation and writing) related to pro-
cess injection, using by design low-level primitives even for basic
tasks (which instead is unlikely with client user programs).
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