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Abstract. In an increasingly digital world, where processing and exchange of personal data are key parts of everyday enterprise business
processes (BPs), the right to data privacy is regulated and actively enforced in the Europe Union (EU) through the recently introduced General Data Protection Regulation (GDPR), whose aim is to protect EU
citizens from privacy breaches. In this direction, GDPR is highly influencing the way organizations must approach data privacy, forcing them
to rethink and upgrade their BPs in order to become GDPR compliant. For many organizations, this can be a daunting task, since little
has been done so far to easily identify privacy issues in BPs. To tackle
this challenge, in this paper, we provide an analysis of the main privacy
constraints in GDPR and propose a set of design patterns to capturing
and integrating such constraints in BP models. Using BPMN (Business
Process Modeling Notation) as modeling notation, our approach allows
us to achieve full transparency of privacy constraints in BPs making it
possible to ensure their compliance with GDPR.
Keywords: Data Privacy · GDPR · Process Models · BPMN.
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Introduction

Nowadays, the advances in the amount of storage and processing power have
made it possible to store and process virtually all the information that might be
of interest for an organization to rapidly deliver digital and physical services to
their customers (e.g., the creation of a new bank account, the management of a
purchase order, etc.). On the other hand, the seemingly never ending collection
of customers’ data by large corporations such as Google and Facebook has raised
public awareness on privacy concerns [12].
Since May 2018, in the European Union (EU), the right to privacy of personal
data has been tackled by the General Data Protection Regulation (GDPR) [5].
The aim of GDPR is to protect EU citizens from privacy breaches on their personal data. In summary, GDPR changes the way in which organizations handle
personal information of their customers, and gives individuals enhanced rights
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of protection when it comes to their personal data. Since organizations that are
not compliant with GDPR must face heavy fines, they are required to implement
correctly the GDPR data management policies and take appropriate actions on
data when requested by their customers.
To achieve compliance with GDPR, among a list of technical and nontechnical challenges to be tackled [3], the regulation enforces organizations to
reshape the way they approach the management of personal data stored and
exchanged during the execution of their everyday business processes (BPs). Although BP modeling is well-suited for expressing stakeholder collaboration and
the data flow exchanged between BP activities and participants, little has been
done so far to identify potential privacy breaches in BP models [13].
Conversely, the common practice to address privacy breaches in a BP is
to implement ad-hoc countermeasures during the automation stage of the BP
life-cycle, when the BP model is configured by a system engineer (SE) for its
execution with a dedicated BP Management System (BPMS). The SE can then
implement a strategy (e.g., in the form of a piece of software) directly using the
BPMS at hand, in order to deal with all potential violations of privacy constraints
at run-time. However, this approach requires that the SE knows exactly where
potential privacy breaches can manifest in the BP, and this information, if not
explicitly documented in the BP model, may lead to a defective implementation
of compensatory strategies from privacy breaches.
In this paper, we advocate that privacy should be considered as a first-class
citizen in BP models and should be introduced by design and not as an afterthought. In this direction, we provide an analysis of the main privacy constraints in GDPR encountered when modeling BPs with ISO/IEC 19510:2013
BPMN (Business Process Modeling and Notation). Based on this analysis, we
propose a set of design patterns to integrate privacy enhancing features in a
BPMN model according to GDPR. The aim of this work is to emphasize awareness of privacy-concerns in BPs at design-time, when a proper analysis of the
involved data allows a BP designer to identify (possible) violations of privacy
constraints and their impact. The feasibility of our approach is illustrated using
a concrete case of a phone company.
The rest of the paper is organized as follows. Section 2 introduces a case
in which privacy aspects of a BP for acquiring a new customer by a phone
company need to be modeled. Section 3 introduces the main constraints of GDPR
considered in the paper. Section 4 presents a set of design patterns to capturing
and integrating GDPR constraints in BP models. Finally, Section 5 illustrates
the relevant literature related to privacy in BPs and concludes the paper.
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The Case of a Phone Company

With the increase of systems able to collect data automatically, privacy has been
at the center of many discussions between designers who want to use such data
to provide services to the users, and these last ones who want to get the services
by sharing as little information as possible. In fact, users care about any data
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that can identify them, and this has many consequences in the corpus of laws in
all countries, although different countries have different boundaries of what can
be considered private information.
Let us take as an example a phone company in the process of acquiring a
new customer. The phone company requests the new client’s data (e.g., name,
surname, address, etc.). Once the client has provided this data, the phone company goes through a verification process to determine if the data given by the
new customer is correct. If not, a clear up procedure starts and the process ends.
The next steps involve asking the future customer if she wants to port her old
phone number into the new phone plan she is about to subscribe. If the answer
is positive, then the phone company asks the new client the old number, and
the portability procedure to the previous phone company. In case the procedure
can not be completed or the answer is negative, the process is interrupted. Otherwise, the customer signs the contract, which only describes how the phone
company will provide the service, but which does not provide any information
on how the phone company will use the data of the client. After this, the phone
company in parallel stores the data of the new client, requests the payment to
the client, and, once the payment has been received, sends the SIM card to the
client. Once these activities have been completed, the company can activate the
SIM card and successfully conclude the procedure of acquiring the new customer.
If the procedure takes for some reasons more than 30 days to complete, then the
process is interrupted.
The BPMN model representing the scenario described above is shown in
Fig. 1. It is worth noting that the procedure does not yet take into account the
potential risk to get a data breach and does not provide mechanisms to protect
the customer’s privacy.
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Fig. 1. BPMN model of the case of the phone company
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Background on GDPR

GDPR has introduced changes to the privacy and data protection regulation,
thus having significant consequences for who needs to design BPs. GDPR requires privacy-by-design, which means that data protection is not an addition
to the process, but rather integral part of it, and the process should comply to
GDPR since the design stage. Therefore, already at this stage, a BP designer
needs to take into consideration privacy and data protection issues.
Entities involved. In order to identify who is responsible of what in a BP
where data is handled, GDPR defines four entities:
– Data Subject: is the person the data is about.
– Data Controller : is the entity that collects and stores data from the Data
Subject and that determines the purposes of processing such data.
– Data Processor : is the entity that processes data from the Data Subject on
the behalf of the Data Controller.
– Data Protection Officer (DPO): is the entity that performs systematic monitoring on the Data Controller and Data Processor to ensure that they comply
with the GDPR constraints on the data collected from the Data Subject.
Personal Data. In the context of GDPR, Personal data is defined as any
information related to a person (Data Subject) who can be identified, directly
or indirectly, through that information (e.g., a name, an identification number,
location data, online identifiers, etc.). Therefore, online identifiers, including IP
address and cookies, will now be regarded as personal data if they can be linked
back to the Data Subject. GDPR distinguishes three types of personal data,3
each with a different level of protection:
– Personal Data: any piece of information that can identify a person.
– Sensible Data: is a special type of Personal Data that requires a higher level
of security, i.e., health, genetic, physical, physiological, mental, economic,
cultural, social identity and biometric data.
– Criminal Records: is a subset of Sensible Data including information to identify past crimes committed by the Data Subject.
Obligations of the Data Controller. This paper focuses on the obligations
of the Data Controller. This implies a list of constraints that must be fulfilled
by the Data Controller to be complaint with GDPR. These obligations are:
– Data Breach: in case of a data breach, the Data Controller has to communicate it within 72 hours to the National Authority as well as to the Data
Subject. This constraint is not subject to any de minimis standard, thus any
data breach, it does not matter how small, needs to be always communicated
in a simple way along with the actions that will be performed to limit the
damage. The only exception is the case in which the stolen data is not usable (e.g., encrypted). However, also in this case, the National Authority can
force the Data Controller to communicate the breach to the Data Subject.
3
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– Consent to Use the Data: when retrieving personal data, the Data Controller
needs to ask the Data Subject for consent and to provide the Data Subject
with information about the intentions on how to use and/or process the data.
– Right to Access and Rectify: at any moment, the Data Subject has the right
to access and rectify the personal data associated to her. As a result, the
Data Controller has the obligation to satisfy these requests.
– Right of Portability: at any moment, the Data Subject has the right to ask
for the portability of the data associated to her to third parties and the Data
Controller has the obligation to satisfy this request.
– Right to Withdraw : at any moment, the Data Subject can withdraw the
consent to use the data associated to her and the Data Controller has to
stop using such data.
– The Right to be Forgotten: if the Data Subject wants her data to be deleted,
the Data Controller has the obligation to satisfy this request.

4

Implementing GDPR-aware Patterns in BPMN

In this section, we introduce a list of seven privacy patterns for BPMN, which
represent effective design-time solutions to tackle GDPR constraints in BP models. Notably, we developed such patterns in a way that no additional BPMN
symbol is required to integrate them into a non-GDPR compliant BP model.
4.1

Data Breach

In case of a Data Breach, the Data Controller has to retrieve the breached data.
From this data, the Data Controller needs to extract a list of Data Subjects who
had their data breached. Then, in parallel, the Data Controller needs to limit the
data loss and send a notification to the National Authority. For each breached
Data Subject, the Data Controller evaluates if the stolen data is usable or not.
If not, and if the Data Controller is proven to manage data using high security
standards, this is communicated to the National Authority who decides whether
the breach should be communicated to the Data Subject or not. Otherwise, the
Data Controller needs to notify the Data Subject directly. The design pattern in
Fig. 2 implements the privacy constraint Data Breach. It is worthwhile noting
that, during any process involving personal data, a data breach can occur, and
the Data Controller must promptly handle the problem within 72 hours.
In the example of the phone company, a data breach can happen at any
time after the personal data has been acquired. Thus, implementing the Data
Breach pattern can help the process to be reactive in case of data breach, so
to properly provide a recovery procedure and communicate the data breach to
both the Data Subject and the National Authority. Notice that if the 72 hours
limit is not respected and the Data Controller is not able to provide a reasonable
justification, the penalties amount to 20 millions, or 4% of the company’s global
revenue, whichever is higher.
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Fig. 2. BPMN model for pattern Data Breach

4.2

Consent to Use the Data

Before retrieving any kind of personal data from the Data Subject, the Data
Controller has to ask the Data Subject for consent. In particular, the Data
Controller needs to collect a list of aspects the Data Subject should be aware of
before giving her data to the Data Controller. This list should contain:
– in case the data has not been directly obtained from the Data Subject, from
which source the personal data originates;
– the existence of the right to lodge a complaint to a supervisory authority;
– the existence of the right to withdraw the consent at any time;
– the existence of the right to data portability;
– the existence of the right to delete the personal data;
– the existence of the right to access the personal data;
– the existence of the right to rectify the personal data;
– the period for which the personal data will be stored, or if this is not possible,
the criteria used to determine this period;
– the existence of any profiling and meaningful information about the envisaged consequences of processing the personal data;
– if the personal data can be transferred internationally;
– who are the recipients or categories of recipients of the personal data;
– which are the interests pursued by the Data Controller or by third parties;
– the legal basis of the processing;
– the purposes for which the personal data will be processed;
– the identity and the contact details of the Data Controller and of the DPO.
Then, the consent to use the data is requested to the Data Subject. If the consent
is given, the data is collected. The design pattern in Fig. 3 implements the privacy
constraint Consent to Use the Data.
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Fig. 3. BPMN model for pattern Consent to Use the Data

In the example of the phone company, this pattern can be added as a subprocess just before asking for the actual data to the potential new customer, at
the start of the process. This guarantees that the company is transparent with
the customer and asks for the explicit consent of any possible usage of the data.
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ƌĞĐĞŝǀĞĚ

ŽŵŵƵŶŝĐĂƚĞ
ĂƚĂĂŶĚ
ůĂďŽƌĂƚŝŽŶƐ

ZĞƚƌŝĞǀĞ
ĂǀĂŝůĂďůĞĚĂƚĂ
ŽĨƚŚĞĂƚĂ^ƵďũĞĐƚ

ZĞƋƵĞƐƚ
ĨƵůĨŝůůĞĚ

>ŝƐƚŽĨĂǀĂŝůĂďůĞĂƚĂ

Fig. 4. BPMN model for pattern Right to Access

4.3

Right to Access

When the Data Subject sends a request availing the right to access, the Data
Controller has to (i) retrieve all the data associated with the Data Subject, and
(ii) retrieve any processing on the data that has been made. Then, they are both
sent to the Data Subject. The design pattern in Fig. 4 implements the privacy
constraint Right to Access.
In the example of the phone company, this pattern can be implemented as an
asynchronous request from the Data Subject that can be received at any point
in time after that any personal data has been retained. In BPMN, this pattern
can be used as an event sub-process that handles the request.4 In the example of
the phone company, the customer can request to access her personal data even
before the process is completed (potentially even before the customer signs the
contract), and the phone company has to handle this request by providing any
personal data it possesses.
4.4

Right of Portability

When the Data Subject sends a request availing the right of portability, she needs
to specify the third party at hand. The third party contacts the Data Controller
which has to (i) retrieve all the data associated with the Data Subject, and
(ii) retrieve any processing on the data that has been made. Then, they are
both sent to the third party. Finally, the third party communicates to the Data
Subject that the portability happened successfully. The design pattern in Fig. 5
implements the privacy constraint Right of Portability.
In the example of the phone company, the company needs to have a procedure
to handle portability when requested by a third party company. However, in the
process of acquiring a new client, even though the user requests the portability,
4

Event sub-processes are used in BPMN to capture exceptions (and define recovery
procedures) that may affect an entire BP.
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WŽƌƚĂďŝůŝƚǇƌĞƋƵĞƐƚ

dŚŝƌĚ
WĂƌƚǇ

WŽƌƚĂďŝůŝƚǇĐŽŵŵƵŶŝĐĂƚŝŽŶ

WŽƌƚĂďŝůŝƚǇƌĞƋƵĞƐƚ

ĂƚĂĂŶĚůĂďŽƌĂƚŝŽŶƐ

ĂƚĂŽŶƚƌŽůůĞƌ

>ŝƐƚŽĨůĂďŽƌĂƚŝŽŶƐ
ZĞƚƌŝĞǀĞ
ĞůĂďŽƌĂƚŝŽŶƐ
^ĞŶĚĂƚĂĂŶĚ
ůĂďŽƌĂƚŝŽŶƐ
ĂƚĂ
^ƵďũĞĐƚ


ZĞƋƵĞƐƚ
ƌĞĐĞŝǀĞĚ

ZĞƋƵĞƐƚ
ĨƵůĨŝůůĞĚ

ZĞƚƌŝĞǀĞ
ĂǀĂŝůĂďůĞĚĂƚĂ
ŽĨƚŚĞĂƚĂ^ƵďũĞĐƚ
>ŝƐƚŽĨĂǀĂŝůĂďůĞĂƚĂ

Fig. 5. BPMN model for pattern Right of Portability

Another Phone Company (and not the phone company of the case study) should
be able to implement this pattern.
4.5

Right to Withdraw

When the Data Subject sends a request availing the right to withdraw, the
Data Controller has to stop using the data associated to the Data Subject, and
communicate back to the Data Subject that her data is not used anymore. The
design pattern in Fig. 6 implements the privacy constraint Right to Withdraw.
In the example of the phone company, this asynchronous request from the
client can happen at any time, thus the phone company might implement this
pattern in BPMN as an event sub-process. If, at any time during the procedure
of acquiring a new customer, the customer withdraws the consent to use the
data, the phone company has to evaluate if that data is needed to continue the
process. If this is the case, the process will terminate, since the phone company
is not able to complete the procedure.
4.6

Right to Rectify

When the Data Subject sends a request availing the right to rectify, the Data
Controller has to rectify the data as requested by the Data Subject, and communicate back to the Data Subject that her data has been rectified. The design
pattern in Fig. 7 implements the privacy constraint Right to Rectify.
In the example of the phone company, the customer should be able to rectify
the data at any time. For instance, if before signing the contract the customer
changes address, or simply notices incorrect information, she should be able to
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tŝƚŚĚƌĂǁĐŽŶƐĞƋƵĞŶĐĞƐ ŽŶƚŝŶƵĞŽƌ
ŽŶƌĞůĞǀĂŶƚĚĂƚĂ
ŶŽƚĐŽŶƚŝŶƵĞ

tŝƚŚĚƌĂǁƌĞƋƵĞƐƚ

ŽŵŵƵŶŝĐĂƚŝŽŶ

ŶŽƚĐŽŶƚŝŶƵĞ

ĂƚĂŽŶƚƌŽůůĞƌ

tŝƚŚĚƌĂǁĂďŽƌƚĞĚ
/ŶĨŽƌŵƚŚĞƵƐĞƌƚŚĂƚ
ƚŚĞǁŝƚŚĚƌĂǁǁŝůů
ƐƚŽƉĂůůƌƵŶŶŝŶŐWƐ

ZĞƋƵĞƐƚ
ƌĞĐĞŝǀĞĚ

ŚĞĐŬŝĨ
ǁŝƚŚĚƌĂǁŶĚĂƚĂĂƌĞ
ƌĞůĞǀĂŶƚ

ĐŽŶƚŝŶƵĞ

^ƚŽƉƌƵŶŶŝŶŐWƐ
ƵƐŝŶŐǁŝƚŚĚƌĂǁŶ
ĚĂƚĂ

ǇĞƐ
^ƚŽƉƵƐŝŶŐ
ǁŝƚŚĚƌĂǁŶĚĂƚĂ

ŶŽ

ŽŵŵƵŶŝĐĂƚĞ
ƚŚĞǁŝƚŚĚƌĂǁ
ZĞƋƵĞƐƚ
ĨƵůĨŝůůĞĚ

ĂƚĂ
^ƵďũĞĐƚ

Fig. 6. BPMN model for pattern Right to Withdraw

ĂƚĂŽŶƚƌŽůůĞƌ

ZĞĐƚŝĨǇƌĞƋƵĞƐƚ

ŽŵŵƵŶŝĐĂƚŝŽŶ

ŽŵŵƵŶŝĐĂƚĞ
ƚŚĞƌĞĐƚŝĨŝĐĂƚŝŽŶ

ZĞĐƚŝĨǇĚĂƚĂ

ZĞƋƵĞƐƚ
ĨƵůĨŝůůĞĚ

ZĞƋƵĞƐƚ
ƌĞĐĞŝǀĞĚ

>ŝƐƚŽĨĚĂƚĂ
ƚŽďĞƌĞĐƚŝĨŝĞĚ

WĞƌƐŽŶĂůĚĂƚĂ


Fig. 7. BPMN model for pattern Right to Rectify

rectify such information. This asynchronous request could be satisfied in BPMN
using an event sub-process.
4.7

Right to be Forgotten

When the Data Subject sends a request availing the right to be forgotten, the
Data Controller has to retrieve the data related to the request and check if this
data is relevant. If not, the Data Controller eliminates such data and communicates this to the Data Subject. Otherwise, the Data Controller communicates
to the Data Subject why the data is relevant. The design pattern in Fig. 8 implements the privacy constraint Right to be Forgotten. This is, once again, an
asynchronous request from the Data Subject, which in BPMN can be implemented as an event sub-process.
In the example of the phone company, this pattern can be implemented
during the process of acquiring a new customer even though the request will be
for sure rejected (since all the data requested from the clients is necessary at this
stage). This is needed to provide the customer with an understanding of why
the data is relevant within the process.
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ZĞƋƵĞƐƚƚŽďĞĨŽƌŐŽƚƚĞŶ

ǆƉůĂŶĂƚŝŽŶ

ůŝŵŝŶĂƚŝŽŶ^ƵĐĐĞƐƐ

ĂƚĂŽŶƚƌŽůůĞƌ

/ŶĨŽƌŵĂƚŝŽŶ >ŝƐƚŽĨĚĂƚĂ

ŽŵŵƵŶŝĐĂƚŝŽŶǁŝƚŚ
ĂƚĂƐƵďũĞĐƚ
ƌĞůĞǀĂŶƚ
ZĞƚƌŝĞǀĞ
ĚĂƚĂ
ZĞƋƵĞƐƚ
ZĞĐĞŝǀĞĚ

ŚĞĐŬŝĨ
ƌĞƚƌŝĞǀĞĚĚĂƚĂŝƐ
ƐƚŝůůƌĞůĞǀĂŶƚ

ǆƉůĂŝŶǁŚǇĚĂƚĂŝƐ
ƐƚŝůůƌĞůĞǀĂŶƚ

ůŝŵŝŶĂƚĞ
ĚĂƚĂ
ŶŽƚ
ƌĞůĞǀĂŶƚ

ůŝŵŝŶĂƚŝŽŶ
ŶŽƚŝĨŝĐĂƚŝŽŶ

ZĞƋƵĞƐƚ
ĨƵůĨŝůůĞĚ

WĞƌƐŽŶĂůĂƚĂ


Fig. 8. BPMN model for pattern Right to be Forgotten

5

Related Work and Conclusion

In the literature, there are several studies where BPMN is extended towards security and privacy aspects. BPMN security extensions for healthcare processes
are presented in [15,17]. Menzel et al. introduce security elements for BPMN
to evaluate the trustworthiness of participants based on a rating of enterprise
assets and to express security intentions such as confidentiality or integrity on
an abstract level [11]. In [6], BPMN is enriched with information assurance and
security modeling capabilities. In [1], BPMN is aligned to the domain model of
security risk management. In [13], Privacy Enhancing Technologies (PETs) are
applied to enforce privacy requirements and support the analysis of private data
leakage. In [16], Salnitri et al. propose the SecBPMN-Q query language for representing security policies and a query engine that enables checking SecBPMN-Q
policies against SecBPMN-ml specifications.
Some works are specifically related to the definition of extensions of BPMN
to represent cyber security requirements [7,10]. In [9], the authors investigate a
new approach to modeling security and propose a solution to include all concepts potentially modelable in BPMN related to cyber security. In [2], the BPMN
choreography models are used to detail message exchange and identity contract
negotiation. In [4], BPMN is extended with access control, separation of duty,
binding of duty and need to know principles. Similarly to [4], in [8] privacy
concerns are captured by annotating the BPMN model with access control, separation of tasks, binding of tasks, user consent and necessity to know icons.
Differently from the above studies, our work is focused on GDPR. Specifically,
we have provided an analysis of the main privacy constraints in GDPR and
a set of design patterns to capturing and integrating such constraints in BP
models represented in BPMN. Recent works concerning GDPR have been also
presented in [14,18]. In [14], the authors propose a method to support the design
of GDPR compliant systems, based on a socio-technical approach composed of
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a modeling language and a reasoning framework. In [18], the authors present
a model of GDPR that provides a visual overview of the associations between
entities defined in the legislation and their constraints. If compared with [14,18],
the originality of our approach lies in considering awareness of GDPR constraints
at design-time, during BP modeling, and not as a run-time issue.
Our work can be extended in many aspects. For example, an extensive validation of the patterns against larger case studies is crucial to test the effectiveness
of the overall approach. Nonetheless, we consider this work as an important first
step towards a thorough understanding of how to build GDPR-aware processes.
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